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Information Assurance

¢ Physically Unclonable Function (PUF) key storage
¢ Side channel-resistant crypto accelerator

¢ DPA countermeasure pass-through license

Anti-Tamper

¢ Side channel-resistant bitstream programming
e Tamper detectors and device locks

e Active mesh

¢ No copying, cloning or reverse engineering

Trust

¢ Licensed patent-protected DPA resistance
o NIST-certified crypto accelerators

e Cryptographically controlled supply chain
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Security

Design Security

Secure Hardware

U SP800-90B (draft) NRBG) 221117
AES RESRBNERPES (HE, CEC, Tl OF, T, AES-256 (CBC) AES-256 (CBC) AES-256 (ECB, GCM)
GCM, KeyWrap)
SHA SHA-1/224/256/384/512, Key Tree SHA-256 SHA-256 SHA-384
HMAC HMAC-SHA-1/224/256/384/512; GMAC-AES; HMAC-SHA2-256 HMAC-SHA2-256
CMAC-AES
SigGen (ANSI X9.31, PKCS v1.5), Y7k RSA - (2048) Y7k RSA - (2048) . e
. ; ; VILSATZ -
RSA SigVer (ANSI X9.31, PKCS v1.5) - SigGen (PKCS v1.5). SigGen (PKCS v1.5). RSA 71271 (2048)
1024/1536/2048/3072/4096 SigVer (PKCS v1.5) SigVer (PKCS v1.5) =7
KeyGen, KeyVer, SigGen & SigVer - NIST &
ECDSA Brainpool (P256/384/521) KAS - ECC CDH,
PKG, PKV
KAS - DH, DSA SigGen & SigVer
FFC (1024/1536/2048/3072/4096)
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FPGA Design Flow Embedded Design Flow

Firmware Sample
Catalog Prajects

Libero SoC

N e s

Timing Power
Analysis Analysis

Programming Debug

SmartHLS S I &MY — )L ZfE5 8. C+ =T JIC&>T
Microchip #t® SoC & FPGA ZFR TI £J, SmartHLS D#EHE
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Generic C++

SmartHLS

Optimiations/Analysis

HW/SW Partitioning

RISC-V ?

Libero® SoC
Design Suite Complier Tensorflow
4\ MathWorks
O PyTorch
: RISC-V @xnet
Fabric
Processors € DNNX
PolarFire® SoC :") Chainer
f;}(.i PaddlePaddle
S Caffe2
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Graphical Configurators
& Applications

SoftConsole IDE (& Microchip @£ T®d FPGA(Y 7k CPU ZET)
& SOC FPGA DR T XA E LV RTOS R—RBAHIAH T 7—LTTT
DORRBARE TNV DTDHICEETREIN TS Eclipse R—2X
DORARKRIETY,

VectorBlox™ 7225 L —ZSDK(V bz 7HEEFT VR £FES
¢. PolarFire SoOC 8K U'FPGA IZ& D, RDHEBEAMEHAF L CNN
(Convolutional Neural Network) (& Uz Al/ML(A T &N/ #m5
) #ERHAIEETY, VectorBlox MIEEE :
OpenVINO™ Y= )LF¥vMMIEIKT7OYFIVR Y=L
TensorFlow. Caffe. MxNet. PyTorch. DarkNet F D&% —f%
MBI —LD—D%HR—~
FPGA OERIFIFHN B THREGHE AT AE
VYIRITT F—N—LAICED<EE  CNN OFEFHHIC FPGA =
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CoreVectorBlox IP in Libero
(Al Engine)

Model Optimization
and Calibration

VectorBlox SDK
X86 Simulator

Quantization and Runtime
Genration Tool

Pre-Trained, Pre-Optimized CNNs

Framework Support

Reference Demos Reference Hardware

Network Software and Binaries
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48k~481 KLE O v o EREE

PETIZD AT 7V TI70v T %2 BRI 4 AJI LUT(Lw o7y 7—T))

BA 24 {8® 12.7 Gbps SerDes 7R—

5K 41ED Gen 2 TVRHFEA Uk (EP) BEUIL—KR—k (RP) RetHERE T2 7L PCle®

£A 1600 Mbps @ DDR4. 1333 Mbps @ DDR3L. 1333 Mbps & LPDDR3/DDR3 XE D& I/0 (HSIO)

1/0 £71) 55 LVDS

SGMII. 1067 Mbps DDR3. 1600 Mbps @ 3.3V 3 f5A7& CDR Z47K— g 33R 1/0 (GPIO)

PolarFire’ FPGA
Up to 24 Lanes Multi-Protocol Low Power 250 Mbps—12.7 Gbps Transceiver Lane

4 to 24 Transceiver Lanes

PCl Express Gen 2 PCl Express Gen 2
64B/6XB 8B/10B CTLE
(EP/RP) DMA, / / (EP/RP) DMA,
x1, x2, x4 x1, x2
00B Loop Back Eye Monitor

PolarFire System

Controller

A Crypto
S rted Protocol d Functi Soft IP
SPI Auto upported Protocols and Functions (Soft IP) Co-Processor

f Suspend
Programming
CRPI JESD204B Interlaken HOIETEHIET SATA SDI SD/HD
EMAC DPA

Physically Resistant

Unel bl System
nclonable ;
Services AXI, DMA, DDRx LPDDRx QDR I+
5 RISC-V 4 ¢
Function (PUF) - Bus Master Controller Controller Controller e

Secure SEU Immune Configuration Cell FPGA Fabric up to 481K Logic Elements
eNVM Number

18 x 18 MACC, HSRAM LSRAM (1024 x 20) User PLLs and DLLs Generator

Tamper Detectors and Response Pre Adder (64 x12) SECDED UPROM
<> .
Countermeasures Available on Data
Security Devices

True Random

Flag

VDD (1.0V or 1.05V) High-Speed 1/0 (HSIO) 1.8V-1.2V General Purpose 1/0 (GPIO) 3.3V-1.2V
VDD25 2.5V . ot
Vo018 1.8V 1/0 Gearing DDR4, 3L, LPDDR3 1/0 Gearing SGMIl DDR2/3,

QDRI+ LPDDR, QDRI+

St zm LI 37-H DG X2 TriEe
SEU Mt % &2 7= FPGA > 7«JL—>3> tilL DPA(ZS BN Ev kR —LIRE
A& LSRAM (SECDED BLUXE >4 —1)—THEEEH ) (CRI (Cryptography Research Incorporated) 1t D4FEFH:1f)
=071 V)T AR DIDDI AT L AV NO—F Y A& PUF (Physically Unclonable Function)
ARVEE—F 56 KB MtF 2777 eNVM (sNVM)
BN &RV NI

Athena TeraFire EXP5200B B2 17Ot v &
FPGA. L PROM, sNVM Q44T X EEMFT VY
EMELEARLES CRIDPA REE/NZAXIL— 1R
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FPGA
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FERA/ERA
fiERIL—F

BERJL—F
( TSy FIN1R
0#)

HH T2
JL—F

RCN\YT—CBK0T772

OJ v TLAVNR
(4LUT + DFF)

BEEEIOY I
(18 X 18 MACC)

LSRAM 70w &%, (20 kbit)
USRAM J 0y &% (64X 12)
RAM A7 (Mbit)
uPROM (Kbit)
1—+—DLL/PLL #

12.7 Gbps b5 —/)N L—28

PCle® Gen2 TV RAR1 >N/
JL—hR—h4
1—H5—1/0 BDEst

FCSG325
(11x11, 11X 14.5*, 0.5 mm)

FCSG536 (16X 16, 0.5 mm)

FCVGA484 (19% 19, 0.8 mm)

FCG484 (23X 23, 1.0 mm)

FCGT784 (2929, 1.0 mm)

FCG1152 (35X 35, 1.0 mm)
FCS325 (11X 14.5,0.5 mm)

FCS536 (16X 16, 0.5 mm)

FCV484 (19% 19, 0.8 mm)

FC484 (23X 23, 1.0 mm)

FCT784 (2929, 1.0 mm)

FC1152 (3535, 1.0 mm)

FCSG325
(1111, 11X 14.5%, 0.5 mm)

FCSG536 (16X 16, 0.5 mm)

FCVG484 (19X 19, 0.8 mm)

FCG484 (23X 23, 1.0 mm)

FCGT784 (2929, 1.0 mm)
FCG1152 (35X 35, 1.0 mm)
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150

160
460
3.6 Mbit
216 Kbit
&8
4

2

176

164 (84/80) 6/4

176 (96/92) 7/4

164 (84/80) 6/4

176 (96/92) 7/4

VEALTDTNARIGEVEEETY,
*FCSG325 /\w/r—2 D~FiElE. MPFO50 7/8-f 2 MPF100 7/\1 X Tld 11 X 11, MPF200 7/N-1 R Tl 11 X 14.5 TT,

109K

336

352
1008
7.6 Mbit
297 Kbit
%38
8

2

296

170 (84/86) 7/4

284 (120/164)
13/4

244 (96/148)
12/8

170 (84/86) 7/4

284 (120/164)
13/4

244 (96/148)
12/8

192K

588

616
1764
13.3 Mbit
297 Kbit
%8
16

2

364

300 (120/180)
15/4

284 (120/164)
13/4

244 (96/148)
12/8

364 (132/232)
18/16

170 (84/86) 7/4*

170 (84/86) 7/4*

300 (120/180)
15/4

284 (120/164)
13/4

244 (96/148)
12/8

300K

924

952
2772
20.6 Mbit
459 Kbit
%38
16

2

512

300 (120/180)
15/4

284 (120/164)
13/4

244 (96/148)
12/8

388 (156/232)
18/16

512 (276/236)
19/16

300 (120/180)
15/4

284 (120/164)
13/4

244 (96/148)
12/8

388 (156/232)
18/16

300 (120/180)
15/4

284 (120/164)
13/4

481K

1480

1520
4440
33 Mbit
513 Kbit
&8
24

2

584

BLT[HALX[EVF d—H5—1/0 D& (HSIO/GPIO) GPIO CDR #/XCVR £

170 (84/86) 7/4*

388 (156/232)
18/16

584 (324/260)
19/24

388 (156/232)
18/16

584 (324/260)
19/24
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23k~480 kLE pO v U ERE

XEH7R— : DDR4/LPDDR4. DDR3L. DDR3/LPDDR3 (ZXfItd %/\—R DDR I rO—Z & PHY

&K 20 fEd 12.7 Gbps SerDes /K—

&K 4{ED Gen2 TVRARA >V (EP) BLUIL—R— (RP) ZetBAET27J)L PCle

PUF (Physically Unclonable Function)

&A 1600 Mbps D& 1/0 (HSIO) & LVDS

AYREVE ON. AERMUTI/O2ICED, ERREDMEEZRFo>7c SRAM FPGA L LLEL THEE 177 50% Bl

PolarFire FPGA D& TDEF 2T B L MEREIEHAE

SPI Programming
System Services
o

64b AXI14

5-64b AX14
2-64b AX14; 32b APB

PolarFire® FPGA Fabric

18 x 18 MACC LSRAM 20 Kb USRAM
Pre Adder SECDED 768 bits PLLS/DLLS

Transceivers

Hardened Microprocessor Subsystem
HSIO 64b6xb 8b10b CTLE GPIO
1.8V10 1.2V g (e 2 ReleCn 33Vto 1.2V

32b AHB

128 AXI4 3-64b AXI4

DDR4/LPDDR4 ERREDME ERREDMS SGMIl

1,x2, x4 x1, x2
ire® 1.6 Gbps R , 1.6 Gbps LVDS
o ﬂ oop Back Eve tonfor

*DPA-Safe Crypto co-processor supported in S devices
**SECDED supported on all MSS memories
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PolarFire FPGA A& /N\—Fox7
ZHEEHESE

RERAIER AMP S XFLT Linux® 8EPUTILEZA L ARL—TFT1>
JORTLERETSE, XEY HIVRTFLOE—L VMR 64 EVb

~NJLFI7 CPU OI5R4%

TRLAIEETREAAEVE LT AR vy a
DDR3/4. LPDDR3/4 O>rO—S58 KU PHY ZARK

PolarFire SoC FPGA &S ND—&

E/IILF T RISC-VCPU 37 X7 L%Z{FhNd 3 PolarFire SoC FPGA
BESL—RDEFaTT— R

Spectre & Meltdown IZxf L CHEZF T WL
MBI X B IRE

2TDOXREYIZ SECDED &

INBYNwr—2 (11 X 110 16 X 16, 19 X 19)

ODwo TLXV R
(4LUT + DFF) (81 : 1,000)
BEEEITOv I
e ke 68 292 498 784 1420
PP | SRAM 7Dy 278 (20k Ev ) 84 308 520 812 1460
USRAM O # (64X 12) 204 876 1494 2352 4260
RAM DHE & (Mb) 1.8 6.7 113 17.6 316
uPROM (Kb) 194 387 415 470 553
O—4'—DLL/PLL ¥t &8 %8 %38 £8 %8
12.5 Gbps SerDes L—>#§ 4 4 8 16 20
PCle® Gen2 TV RR1 >/
Jo— - N 2 2 2 2 2
FPGA I/0 #%k HSIO+GPIO 108 276 312 372 468
MSS 1/0 ¥k MSS 10 136 136 136 136 136
MSS DDR DB MSS DDR &¥—%/\ R 16*/32 16%/32 32 32 32
Nyir—o BT |1/ EVF MSS 10/HSIO/GPIO/XCVR %X
FCSG325
(11 X 11,11X14.5",0.5 mm) HUERI PRI
X )
)l || FCSG536(16 X 16,0.5 mm) 136/60/84/4 136/60/108/4 136/60/108/4
JL—Fk FCVG484 (19 X 19,0.8 mm) 136/60/48/4 136/60/84/4 136/60/84/4 136/60/84/4
FCVGT84 (23 X 23,0.8 mm) 136/144/132/4 136/144/168/8 136/144/180/8
FCG1152 (35 X 35, 1.0 mm) 136/144/228/16  136/180/288/20
FCS25 (11 X 14.5%, 0.5 mm) 102/32/48/2
FCS36 (16 X 16, 0.5 mm) 136/60/108/4
ERJL—F
o X 5
( TS1 FI1ADH) FCV84 (19 X 19,0.8 mm) 136/60/84/4
FCV84 (23 X 23,0.8 mm) 136/144/180/8
FC152 (35 X 35, 1.0 mm) 136/144/228/16  136/180/288/20
FCSG325
(11 X 11,11 X 14.5,0.5 mm) LRt ez
FCSG536 (16 X 16,0.5 mm) 136/60/84/4 136/60/108/4 136/60/108/4
ERT2IL—F FCVG484 (19 X 19,0.8 mm)  136/60/48/4 136/60/84/4 136/60/84/4 136/60/84/4
FCVGT84 (23 X 23,0.8 mm) 136/144/132/4 136/144/168/8 136/144/180/8
FCG1152 (35 X 35, 1.0 mm) 136/180/288/20
ALY —SE&UT7SUEITDF ARG VEH TS,
+ FCSG325 /Ny —o D~FElE. MPFS025 /81X T 11X 11, MPFS095 7/\1XT 11X 14.5 TY,
*FCSG325 /\wsr—< M MSS DDR /A XI& 16 EvW BT,
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PolarFire FPGA R /\—FOx7

PolarFire FF#iAA ¥ b PolarFire Splash ¥
MPF300-EVAL-KIT MPF300-SPLASH-KIT

PolarFire BjiELIEFw b
MPFE300-VIDEO-KIT-NS Arrow
Everest R—R

I vy

Future Aries Embedded
Avalanche ;h—F M100PF SoM

Sundance DSP
Aldec

HES-MPF500-M2S150

SoM E2a—JL
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PolarFire SoC FPGA B /\—KFox7

PolarFire SoC Icicle v
MPFS-ICICLE-KIT-ES

L

Conclusive Engineering

RCHD-PF

ST
d| H

Ao
oy AT MicRoe

Enclustra

Mercury+ MP1

PolarFire SoC EjiELiEFy
MPFS250-VIDEO-KIT

Aries Embedded
M100PFS

Digitalcore Technologies

CMSV_A1_PF254_AX

Sundance DSP

Polarberry

PolarFire FPGA & T SoC FPGA
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