AR COBARERXERFISEEM L LTIFACESL,
EHEREILTAHY CFILORERE CSBEVET.,

PIC32CM LS00 MCU @
T A\ MicrocHIP

BER—U~ADY Y

[XC®HIC

BHEOHARAAATALAIXY I Dz THREDEEZFTEFTZITOTLLHE O >TVET, VI DT THRELI(E,
YIRIzT7DRBEICDITRAATRET VR, T—23 %A, Y—EABWEZEDEEF*E5X5F40OEED
57ATY, RFICHNMEZRET IBEIBOTEETT,

AZ(L. PIC32CM LS00 Curiosity Nano+ Touch FHfiFA ¥ k %{# > T PIC32CM LSOO MCU %Y 7 b Tz 7K
BHOALRETDIEODHA KS4 UFRBMH-LET, PIC32CM LS00 1L, T—FROMDtEFXa7 /Ny>a 7
T XL 2 (SHA-256) R E#FE > TCEEF 27 AEYVADFREI—FHLZFHAIL, ThoZtEXa7AEYME
BALDEREE)IE—TESTHZET,
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1. N—FOxz78&LUVYIFOT7EHK

1.1. PIC32CM LS00 Curiosity Nano+ Touch §MfiA¥v b+

PIC32CM LS00 Curiosity Nano+ Touch M+ v k&, ¥ a1 7HDEBIEAEEEHD PIC32CM LS00
Arm® Cortex®-M23 74 /B3> FA—S ZFE > =EROFHES & VREAICEEMN TS, 20O MCU IE
Arm TrustZone®F 4 / A, sltIhf=RYIJz35)L #yF 2> +A—F(PTC). A¥X—+7F+AY
EVa—I)L (FRF7UT, ADC, DAC., 7F+ BT a2 /IL—4F)FABLTVET,

AFHEAF v b Nano #AARAAT /Ny HH(NEDBG)EWET 1=, TATSI v IELUTNYITH
DHERY —ILITFETY ., PIC32CM LS00 MCU DELHFRIEUTOEY TT .

+ 48 MHz Arm Cortex-M23 37

¢ 512KB 73w aé& 64 KBSRAM

o WEFRFMRELGEF2ITI— b BSLET IS L—4. 5 o/ -1k

PIC32CM LS00 Curiosity Nano+ Touch FF{fi /i k& Microchip #t4 > 54 VA b7 TIEAIZGNE
EE

1.2. MPLAB®X #i&GRRRE(DE)E MPLAB XC a4 5

MPLAB X IDE [$¥53k & R RENTARERY I b7 TFATSLTT, COIDERKIFEAEETD

Microchip #t&® <44/ 0a> rA—5%HHR—+ L. HARAAEROME. FHE. K. T/A\v T, Fl

[CIRIDBALRY—ILEHBZTLET,

* MPLAB X IDE I& Microchip#t> = 744 koA oO0—RTEET, AEDERAIL MPLAB X IDE
N—230620I12&DIEET,

« MPLAB XC O 2/\A S (& Microchip oz TH A b AHo0—RTEET, REDOHRHAI
MPLAB XC32 /83— 32 445 (2K DEFT,

1.3. MPLAB Harmony v3
MPLAB Harmony 3 [, ZE#EADHEEEREICEN-YV I F DI 7 ED2—IILFRHIT EHEEDMEH
RAAHV TP TRAEIL—LT—ITY, CHIZKY TN ROME., HATOral, S4T5
DA RABZITEDLEINBZELRL, EADY Y—XEHE>T 32 Ew b PIC’HE LU SAM F/3( X[
F7FTVr—2 a3 v ERBICHARETEET,
MPLAB® Harmony 3 IZ1Z MPLAB Harmony Configurator (MHC)AA& M ET . DY —ILIEELEF LY
J274hNL 2—HF A 23— A XAGUNERATEY. THNAIADERE. A TSVDER, 77
Dhr—oay a— RFORENBSIZITAET . MCCIEMPLAB X IDE [THASND TSHTA 0 ELTIR
HINFTH, HORRBETRAVR7AVELTESEOHD JavaRT 7 7 A LEBIICHEZTLET,
AETHBET ALABITIE, LLFTO MPLAB Harmony v3 RS R 2 NVET, ChASD YRS YK
GitHub A58 A—KTEET,
« cspv3.20.0 (MPLAB Harmony v3 F v FHHR— k /18y 5 —2)
e J—FO—%v3.7.0

h5D)RY kI MCC Content Manager > TA v O—K$3ELTEET,

c\ MICROCHIP


https://www.microchipdirect.com/dev-tools/EV41C56A?allDevTools=true
https://www.microchip.com/en-us/tools-resources/develop/mplab-x-ide
https://www.microchip.com/en-us/tools-resources/develop/mplab-xc-compilers/xc32
https://github.com/Microchip-MPLAB-Harmony/csp
https://github.com/Microchip-MPLAB-Harmony/bootloader
https://onlinedocs.microchip.com/pr/GUID-1F7007B8-9A46-4D03-AEED-650357BA760D-en-US-6/index.html?GUID-1154354B-2B16-4E74-8552-AD4977699E09

2. PIC32CM LS00 MCU >V 7 bz 7HENEK
2.1. 7— F ROM #fE

PIC32CM LS00/LS60 V1) —XIFN—Fz7F=EYV I bz 7ESNET7 5 L—42(CRYA) ZH
ZTHY., —ED API 2 > TEEMESILIZEAES)IZ K EEL/ES. EXa7 /Ay a 7idY
AL 2 (SHA-256)[C & BER5E. AO07 WO UAE— K(GCM)IZ&L BBEEILEZRIENBZIZITAET,

CRYARFSMET V5L —4IF IOBUS DY 5472 FELTHEESN, T— b ROMRAIZRESH
727U a—REEL>TCPUIZKRYFIEIESAET,

AES [TXE DEMIERNIFIZH(FIPS)HIBET S FIPS 197 £ ZIEFLE T, AES (FT—4 % 128 E
yhDTOYIBEEATURELET, A NEXEHEEAMEESN)ICERT H-HITBHEREBRSIIUFR
D E AES IEEDREIZE>TREFYET, AES [IXHE7ILTY XLEZFEVNET, ChIZEELE
BEEOMATCRILBEZFESETEZERLET,

SHA-256 (£ 1 DDT—27JOvyIMhi5 256 EY by aZERTAESEM/NYaB#BTHY.
512 Ew FEMTUEBEIAET,

AO07 A9V E—FGCM)IZAESDEEE—FD1D2THY. U2 (CTRE—FZFi/N\vPa
L EAEDLEET,

22. EXxa7/NyPa FITY XL 2 (SHA-256)IZ & HFREE

Ny ABBOELENE. T—20OHELY MR L THELRT D2 ILEAFIEROL S M EE
BT 5FETY, RYBRHI—FEELRY, &ET—4ty FE—EBOHENFICHIEF T oNEILELHY
FY,

EBIZE. Ny Y aBREAERODAANEEROHEA(A vE—D FA PR MERR)EERLE
To Ny PaABBEIEROEEREZEL. ChIZE TEBNIERME] ADDADHDIATHELRT HEH
NHERELERLGIFZERAT ARV EFTNET,

HANBEERTHAIEND, BELBIETDANT—FITHLTRE—BEDFAI PR MEERT S
RIERPICTEFEAN, A—FA IR MEERHT D 2 DDA Vv E—DEHERTIENBOTHRE
ERBBDESIERALEIREMIC—BLRLGEDED)IINY VBB RE SNET,

23. J—F ROM MM SHA-256 APl OfEF

EEMEF S5 L—%(CRYA) API (FERANDJ— F ROM fEiSNICEREShET, CDMEEIE IETHE
Bl T9, 945, CPU L APl ZEUHEZET A, COEEICEZFALEI—YITEERA, T—F
ROM AEYZEMIFEX1T7EETHY., X227 7IV5—2a3 2 0DARINLD APl ZEEMFUH

TFEY,

#2-1. CRYAAPID7 KL X

AES Encryption 0x02006804
AES Decryption 0x02006808
SHA256 Init 0x02006810
SHA256 Update 0x02006814
SHA256 Final 0x02006818
SHA256 Process (L 71 & —API) 0x02006800
GCM Process 0x0200680C
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API I TEROBBTHERIN., ChLXROONF-IEETTEVEEINDIDENHY T,
1. SHA-256 Init: SHA256 CTX #&ERZ#HE L E T,

2. SHA-256 Update: ¥4 Pz X FDFHEICED DI A vE—VFEMLET,

3. SHA-256 Final: # 4 Sz X FEFELFET,

Note: #4 Pz X FOFEIZEBD A vE—UNEH 5N BHIHFE. SHA-256 Update (FEHEIFUH SN
HAREMENHY £,

SHA-256 #&iE{KIE FEEMEY [SHAS6_CTX] ELTEERERSNET,

typedef struct

/* Digest result of SHA256 */

uint32_t digest[8];

/* Length of the message */

uint64_t length;

/* Holds the size of the remaining part of data */

uint32_t remain_size;

/* Buffer of remaining part of data (512 bits data block) */
uint8_t remain_ram[64];

/* RAM buffer of 256 bytes used by crya_sha process */
uint32_t process_buf[64];

1 SHA256_CTX;

SHA-256 it 88D T Y RA > M., T— k ROM 7 KL X 0x02006810 [CERBE SN ET,

typedef void (*crya_sha256_init_t) (SHA256_CTX *context);
#define crya_sha256_init ((crya_sha256_init_t) (0x02006810 | 0x1))

SHA-256 Update B8O T > L) ARA > bk, 7—F ROM 7 KL R 0x02006814 [CEEB S FET,

typedef void (*crya_sha256 update t) (SHA256_CTX *context, const unsigned char *data, size_t
length);

#define crya_sha256_update ((crya_sha256_update_t) (0x02006814 | 0x1))

SHA-256 Final 8D T > k) RA4 > klE. T— k ROM 7 KL X 0x02006818 [CEREE = hFE T,

typedef void (*crya_sha256_final_t) (SHA256_CTX *context, unsigned char output[32]);
#define crya_sha256_final ((crya_sha256_ final_t) (0x02006818 | 0x1))

24. VI MO T7HREIIHTHELFLTEEBORE

TNAZRDEEBFIC, X227 7IVr—2aVEEEFa7 77—LDz7ICRHLT—EH#HINTFF
APIARMEHEL, TNEELX2TAEY) (EF27 72739y 22)RNRKEFELET, EtFa7
727—LIzT7DEERZERT HICEAHRMNGRIENSBETT ., COEHE A T > THERRMRE
RTI27—LVz7DEEEEFIVILET,

¥tFa7 FIVr—2a vz TERLEFFREI—FNFAShEGEE, RESAF-T7—L7
IT7HOHESNEIA PR MIEEDEF2T7 7T r—2avhoBZGondIIods4o X
Fe—BLEREA, COBE. X227 7IV75—2aviE, DRATLEEEZELTEHELS, £Fa
TAERYBEBICRESAEEFa2T7 7TV —23 004V OF LA E—FEtEF2T7 75 v atE
BIZEEAAFET (R 2-158),
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K2-1. EtEFa7 I27—LDTT7DYVI b T 7THRERE

PIC32CM LS00

Secure Partition

Secure Non-Secure
Application Application

Original Copy of

Nen-Secure
Application

Non-Secure
Application Digest

Loads a copy of Application
if Malware attack is detected

241. YI PO T7HEDVSaAL—23Y
PIC32CM LSO0/LS60 77 S YDTNA RIE., B onN—fEtLFa1) T #4EEHFE>A VI N—KREEY
FILEAL 2099 RTICOED2—IRHIZHEATWET, YVIFIzT7HEEZSIaL— T 50,
X AT AEVEEICRESINET 2 EEBETHIIVIN—HEHELFT T avhfEbnET, HITANKR
HEhdE, X7 7F7UH5—23 VAN RTC EDa—ILIZE > TR UN—EEEMEN R HEh,
tXaT7 T—E2IS5YVAEBEORB(T7—LozT7 T4 A MNDEIKREINET,

B 22 #UnN—RBRUEEEEES Y I PV I THREDYSaL—Ya Y

PIC32CM LS00 MCU . u
Erases the Firmware Digest

Secure Partition if Tamper is detected
1

Secure Non-5Secure
Application Application

Original Copy of
Non-Secure
Application

Non-Secure
Application Digest

24.2. Efron0o—
X217 I7—LHITFOEFTIA—
K232, VI YT PHRERET TUSr—2 a3 VB HdEX17 J7—L9TT7DVATFLLAL
EF70—%RLET,
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B23 X277 7IVr—arnERTIO—

System Initialize

Tamper Event

Hashing of Non-Secure
Firmware

Firmware Digest

Erasure System Reset

Secure Storage of
Digest

Async Event

L 4

Load the Genuine Copy

Erase/Program

30 sec

Jumpto
Non-Secure Firmware

X a7 7TV —2 a3 VIEUTOO— D RTEITEINET,

1. SRAFLYEY FRIZ, X227 ZFIUS—23 0 EEXa7 27—L92 7Dy U0
FETLTI7—LI9IT7 ZATRANEERLET,

2. HHESNEFA PR ME, EFXFaTHEERDOT—2 75391 AEVIZRESNET,

3. EFaT7 FIIVr—2a3vDI77—LI9zT7 FAPIRAME, £F27 75V VA AEYRHDE
FaE—Icx L THRIEEESNET,

4. RBEFIZEUMT (L. EFREEXL 7 7IVS—3 oAy TLET,

5. BIIZKRKRTHEFEXFa7 7IVSr—TavidiEiEsh, EEaE—MEEXa7 759y 158
BIZEZEAFENFET,

6. 0MTELIZT7—LIT7 FADIRAIBERSN, EEOEF—EDBERIEICK Y EEHELE
RENFET,

kX217 727—LHIF7OEFIO—

K242, YVIMYTT7HRERET TV r—2avIcBlT3ELXa7 J7—LI9TTFDVRTLLAR

LEFTIJO—2RLET,
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24 FEEFaT7T7ITIVHr—arnERTI7O0—

Firmware
Jump

System Initialize

II Timeout

500 ms

¥tFaT7 7IVT—2avEUTOY—7 D RATETEINET,

1. EXa7 7TV —S30hbDI7—LoxzT7 O TRIZ, X7 727—LozT7IEIEE
FaTFREBES A —IILEDEILELET,

2. PIC32CM LS00 Curiosity Nano+ Touch §¥{fifi+ v ~ £ T LED1 # 500 ms RIAT FJILLET,

VYVIFITF7FHELZaL—23VDERT7A—

YVIMIITHEDS ZaL—2aVEUTOY—T VD RATERITEINET,

1. PIC32CM LS00 Curiosity Nano+ Touch FHfif¥ v FED SW1HRZ U &FH#HFT L FU/R—A Rk
MEJAEINBBIZCKYY TRV T7HEN I aL—FENFET,

2. BUNR—ARUIPEIZ, RTCET—42 739y 1 0OABEETO LR EMBLET,

3. RTC #U/I—N\2V RSAT, YVI Mz T7HEDORIRZTRT A vE—UHADUTIL avy—ibaEk
EInzxzd,

Note: COEITIFEF 27 I77—LITTDRTCEIYRAANY FSHATRELES,
2512, EFa7 I27—LVITIZEFEYVI I TREREFLED VAT LLANILEFTIO—%
~LFET,

Bl 25 VIbrOI7HREEELEOETIO—

Tamper Interrupt

Erasure of the

Firmware Digest

Serial Console Update
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3. MPLAB Harmony v3 & MCC %f#-> T PIC32CM LS00
Curiosity Nano+ Touch FMfiRA¥ v FLTY 7 bz 7 HEX
KERETHHE

MPLAB Harmony V3 A—XD7AT Y hEERT BIZIE. UTOFIBIZHRS H. BERFATETOD

TV rE b MBADA—RLET,

1. [Start]* Z—a1—h 5 MPLAB X IDE &8 L £ T,

2. MPLAB X IDE ABL =5, [File] * —a—Mh 5 [New Project]Z4 ) w93 %h . [New Project] 7 A
avEVYYILET,

3. T'New Project] W« > FHORNDOE/ID Steps] DT T[Choose Project]Z#IRLET,
4. A0 Choose Project] 7A/8T 4 R—TNT,

a. [Categories:] ® T T[Microchip Embedded]Z:&IRLET,
b. TProjects:] ®TF T[Application Project(s)]Z:&IR L E T,

B 31 #FHRIODH FOERK

B4 MNew Project >
Steps Choose Project
1. Choose Project Q, Filter:
o
Categories: Projects:

I3 Microchip Embedded =] Application Project(s)

, _____ [C3) Other Embedded @ Prebuilt {Hex, Loadable Image) Project

i € Generic (G4 User Makefile Project

(&4 Library Project

Description:

Creates a new application project. It uses an IDE-generated makefile to build your project.

« Badk Finish Cancel Help

5. [Next>]&2Uvo LET,

6. PIC32CM LS00 Curiosity Nano+ Touch i+ v b LD TOD VU FEERT 5126, EROD
[Steps] DT T[Select Device] Z#:#R L. GHID Select Device] FA/T 4 RXR—T®D [Device: |
T PIC32CM5164L.S00048 #:&R L =9 (K 3-2 B8),

@ MICROCHIP


https://github.com/Microchip-MPLAB-Harmony/reference_apps/releases/latest/download/pic32cm_ls00_software_attack_protection.zip

3-2. T/NA AMER
B New Project

Steps Select Device

Choose Project
Select Device
Select Header Family: All Families
Select Plugin Board
Select Compiler :
Select Project Name and Device: [P1cz2cMs 1640500045 ~|
Folder

{Optional) Add Project

o

LI C

g

Tool: No Tool « | [] 5how All

< Back Add Another Project Finish Cancel Help

[Next>12 2 v LET,

ZlD TSteps] DT T[Select Compiler]Z#IR L. HAID lSelect Compiler] TA/NF 4 R—=
NTIXC32]Z2EBEBL THEAT S XC32 a4 5 %8R LFT (X 3-32HE),

3-3. XC32 a2/ SOEIR

ﬂ New Project

*

Steps Select Compiler
1. Choose Project
2. Select Device Cpmpiler Toolchains
3. Select Header [)-XC32 [Download Latest
4. Select Plugin B:_:ard i C32 (v4.45) [C:\Program Files\Microchiplxc32tv4. 45'bin]
65- select P:z:":::tp::;e < C32 (v4.40) [C:\Program FilesWMicrochipixc32'w4, 40%in]

g Folder g --XC32 (v4.35) [C:\Program Files\Microchiplpc32'w4. 35'bin]
7. (Optional) Add Project [H-ARM

< Back Add Another Project Finish Cancel Help

9. [Next>]Z2YvY L%ET,
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10. ZHI® TSteps] M T T[Select Project Name and Folder]Z:##R L. A D TSelect Project
Name and Folder] FO/8T 4 R—JSATTREERLFETT (K 3-4 B8),

- Project Name: tz_pic32cm_Is00_cnano EAALFET, ChlETOP Y FORRIERET DK
[ZCMPLABXIDED7RY ) MMIRTENBLBHITT .

- Location Project: D:\software_attack_protection\firmware &£ AALZE3d, ChiIFFHFEITOoDx
DrDIL—FITHILEADNNATT, 2TOTATSIHI b TJ7A4ILIEIOTHILFIZHRIIS
Y, BVLHEED/NREFEETEET,

- Project Folder: SO I7#)WLAE)—FA>)—T9, LZED 2 HBBEOANIZELC TEEMIZE
HEnFET,

K34 JOCIH MRETHILTDERTE

E3 New Project .

Steps Select Project Name and Folder

Choose Project

Select Device Project Name: tz_pic32em_ls00_cnano
Select Header

1

2

3

4. Select Plugin Board
5

B.

Project Location: Disoftware_attack_protection'firmware Browse, .,

Select Compiler

Select Project Name and
Folder {oycct Project Folder: _attack_protection'firmware\tz_pic32cm_ls00_cnano.X

7. (Optional) Add Project

Overwrite existing project.
Also delete sources.
Set as main project
L Open MCC on Finish
[] Use project location as the project folder

M Encoding: 1S0-8859-1 v
< Back Add Another Project Mext = | Finish I | Cancel Help

11. [Finish]Z22 )y LTMCC #&HLFET,
12. MCC T3 54 U #H LWV 1 ¥ RIIZRTREINET (K 3-55H),
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3-5. MPLAB® Code Configurator 2 1 > K™y

Fle Est View Mrdgate Secere Refscior Presoction Debug Tewm Toels Window Help
LEES D@ CEHR LRV QOB 2D o e
M Projocts | Filcs | Resouce Management (M. =| i || BaWedes » | Seteage | Proectioch |
} Hevdd XEHEDEE | e

Project Reso... | Geme. Tt L] D
[5] BT

B = cusisrac

B Project Resources

Device 13 Content Masager

* Livanes

Project Graph

b= Humony

Device Resources

\_cnana - Dashboard x | =
7 2 pacTam oo _trane &

;W Troa: Appheaton - Configurabon: defadt
= o D

st
8 O llank, v oot landed
) T2 M e Ll
= g e
B PECIIEMAS e (1.2 7]
B oS (5.0
Compler Tockhan
U HEE [ 48] [ Progran PlesfAcrochipecidly
g Producten at

e E D

Eages c gos O gar O
%5 Device mpport informaation: PICXICMAS_0#P {1
%5 Ucerue: Workstation - gpp - HEA: 7123 darls) -F,

= (@ Hemary
0 Usage Symbscls disabled, Cick % enale Load Sim
0 Dua 65,506 3w 30000) bries

RS Pkt

o G sewrchiesun (15 Cumuor  Mews  Homheatons [WCC)

MPLAB Harmony I »iR—3x > FD3EM & &E

= System

- Poets
Wl Chak

W
B RAC

- Davice & Praject Configuraion
He Cortex-M23 Configuration

- Interrupts (MIC)
Do (D)

*EIE] conhguntion aptisas. o

Configuration Options

MCC #{# > T MPLAB Harmony A Y R—HR > b ZEBMB L UVRET DICIELUTOFIEEETLET .
1. MCC™ 4 Y FOAD[Plugins:] FAY THDY YR MMWORBEBERHREI 1 v RIEERLET,

3-6. MPLAB Code Configurator - 7544 >® ') X k

[ KitWindow x| StartPage x| ProjectGraph x|

IO

Profiles:  Main

X TRERE 4| S Puns: v
VIC Configuration

lArm TrustZone for Ar
CP/1IP Configuration
vent Configurator

1Clock Configuration

Pin Configuration

DMA Configuration

NVMCTRL
Peripheral Library

MEMORY <

System |

| Device Famiy Pack (OFP)

~ View: Root v

PM
Peripheral Library

2. Fay T4 1JR M is[Clock Configuration] %33R L T lClock Easy View] 7« > K%
EL ARV YN ABMHZ ISERESN TV S EZHRELFT (K 3-728),
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3.

4.

3-7. MPLAB Code Configurator - GCLK Generator 0

kit Window x] StartPage x \ Project Graph  x [ Clock Easy View z.‘ EO
X05C GCLK Generator 0 Main Clock S
05C16M 05C16M i -
4,000,000 Hz DFLLULP CPU
e DRLULP
u DFLL4BM 48,000,000 Hz
Fo FOPLL v i
—_ 48,000,000 Hz T Y
s OSCULP32K
— ——
XOSC32K
GCLK_IN[O] i Peripheral Clock Selection
ket GOLKL
— DFLL48M - GOLK2
O - E]> » Peripherals

[Project Graph]l% % ') v 2 L Th 5[System]E D o

—ILZEIRLFT ., BEID[Configuration

Options] 7A/NT 4 R—UNTHE 3-8 DAY ICERET HEICLY. EFX17HLUVELF 2 7HMH

BIERIC SysTick 24 X EAMIZLET,

3-8. MPLAB Code Configurator — SysTick D& E

KitWindow x| StartPage x| ProjectGraph x|

Configuration Options =

x |§ u 1 ‘ = ' |IEI Flugins: | _vl Profies:  |Main v-|

NVMCTRL
Peripheral Library
MEMORY

PM
Peripheral Library
PM

Device Family Pack (DFP)
| System |

CMSIS Pack

|=®
= System

--Device 2 Project Configuration
[%}--Cortex—r'-fl23 Configuration
é..gv il
: --SysTick Configuration
é--Sy"Tick Secure
&{Enable secure SysTick
- SysTick Configuration

H-Parts

H-Clock
H-Interrupts (MWIC)
t-OMA (DMAC)

w4 DT

b PAC

i IO e DO e OOy OO e OO

Project Graphl ™ « > KA T[NVMCTRL Peripheral Library MEMORY]%#R L. GO
[Configuration Options] 7A/N\T 4 R—JRNTHE 3-9 DBEYICRET SHEFICKY. U/ —HEH

BREAEMICLES,

3-9. MPLAB Code Configurator - NVMCTRL D& E

Kit Window x] Start Page x] Project Graph x]

EE(c

tion Options x

x |E a B n = * |<Iil> Flugins: | _v‘ Profiles:  Main v-| View: ;Root

o[BI H

Device Family Pack (DFP)
CMSIS Pack

| NvMCTRL |
Peripheral Library
MEMORY < J

PM

Paripheral Library
PM

= NYMCTREL
- MWMCTRL Read Mode
- \ait States |
-Power Reduction Mode During Sleep
- Wirite Policy
-|Enable Instruction Cache?

|NO MISs PENALTY |

- Enable Interrupt?

-1Enahble Tamper Erase

mOdr:

~Tamper Erase Row

~Enable Silent access

Oogd

~Enahle Fast \Wakeup

[-Event System Configuration
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5. [Resource Management (MCC)]%& % ') w2 L. [Device Resources] (B 3-10 SHB)D T T
[Peripherals] > [EIC]1&EY U vy LTRBELET ., [EICI1Z4Y w4 L. [EIC Peripheral Library]Z7 0
v B TProject Graphl W« > FOICEMEh=-F#HELET,

[ 3-10. MPLAB Code Configurator - EIC €Y 2 —JLMDEIR

Projects | Files | Resource Management [MCC] x| [
MCC v2.5.1

Project Resou...| Gere. || mp.. | E.. | @ @

¥ Libraries
¥ Harmony
P Packs

¥ Derinherals r

| Device Resources | | (Z Content Manager

P Libraries
* AC
> ADC
» CCL
» DAC
» DSU

I"’ EICI

= EiC
» FREQM

b CLi b LD,

6. [Project Graphl ™ « > K9 A T[EIC Peripheral Library]%:&4R L. A#@I® TlConfiguration
Options] FA/NT 4 R—JRNTR 311 ITRTEYITHET HFITLY., EICFr o RIL 2 (SWI)
EAUNR—ANELTHEVET,

B 3-11. MPLAB Code Configurator - EIC D& E

KitWindow x| StartPage x| Project Graph xl \IZ\ E]@ C ion Options x
x |IE @ 1 = * |'EI' Flug\ns: | Profiles:  |Main w view: [Root ||| B
E-EIC
- - -IEIC Clock Source Selection IC\o:ked by ULP32K ~
NVMCTRL : .
Peripharal Libeary -~MNon Maskable Interrupt Control []
MEMORY Enahble EIC Channeld O
--Enable EIC Channell
PM E{ Enable EIC Channel2
Peripheral Library E-EIC Channel2 Configuration
~-Security mode SECURE v
~Enable Interrupt 1
EIC [ i"IEnabIe Event Output I

Peripheral Library

é---ExtemaI Interrupt2 Detection Clock | Edge detectionis dock synchronously operated |
ElExternaI Interrupt2 Edge Selection  Faling edge detection I

-~ Enable Debounce 1
=‘-I-Enable filter I
-~Enable EIC Channel2 ]

7. TDevice Resources| DT T[Peripherals] > [RTC]&EY U vy LTEELEY, [RTClZYUvo L.
IRTC Peripheral Library] 70w 4 TProject Graph] ™« > RlZEBMEh-E5HEELET,

8. [ Project Graph | ™ 4 > K ™9 A T [RTC Peripheral Library] %2 J v 2 L. B ®
[Configurations Options] FA/ST 4 R—CATR 3-12DBEYICHRETSHEICLY, aVRT7E|
YirAHDEREEZ 30s ITHEL. FUN—BYRAAELUVA R FEFHITLET,
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3-12. MPLAB Code Configurator - RTC D% E

twindow x| StartPage x| ProjectGraph x| EnREIE Hon Options x

X IWMEWE ¢ pugns [ o] Profies: [Man «|  vew: [Root <] |[B E . _
RTC Count Sync Enable =]
NVMCTRL = Tamper Detection Configuration
Peripheral Library IEnah\e Tamper Detection [nterrupt |Z||
MEMORY Erase Gereral Purnose Registers on Tamper Detection []
ctive Laver Prescalar oz |
PM RTC |Debuunce Prascalar lovaz ~ I
Enable Tamper DMA Reguest \_l = .
s ’ Enable RTC Active layer Output O
Debounce Operation Mode iSyn:hmnuus v
2 Debouncer Yalue Matching ;ﬁ;ﬁ’ﬂ;rea eﬂual VSE

#-Tamper Channel 0 Configuration
¢ Tamper Channel 1 Configuration
# Tamper Channel 2 Configuration
#-Tamper Channel 3 Configuration
¢ Tamper Channel 4 Configuration
+ Tamper Channel 5 Configuration
i Tamper Channel & Configuration
+-Tamper Channel 7 Configuration

B Event System Configuration

Enable Tamper Event Output

Enable Tamper Event Input

£1-RTC Operation Mode T32.bit Counter with Single 32-bit Compare |
=-RTC MODE 0 Configuration I S o

-Enable Interrupts ?

Periodic Interval 0 Interrupt Enable

Periodic Interval 1 Interrupt Enable
Periodic Interval 2 Interrupt Enable
Periodic Interval 3 Interrupt Enable
Periodic Interval 4 Interrupt Enable
Periodic Interval 5 Interrupt Enable
Periodic Interval & Interrupt Enable
Periodic Interval 7 Interrupt Enable
ICDmDare 0 Interrupt Enable

OEooooooond

Overflow Interrupt Enable
RTC Prescaler fovi |
Compare Value 0x|7800
Clear on compare Match ]

+ RTC EVENTS configuration

ol

Note: I U ARTFEIF 0x7800 & LTHRESNFET, COIEIZEY . RTC I UARTEIYAAIE 30 ¥
HTERSIIhET,
- RTC/BOw%Y =1024 Hz
- RTCTFYRT—5 =1
- EXREIYAHL— b =30s
#€->T. a2R7{E =30x 1024 = 30,720 (= 0x7800)
9. IDevice Resources] D TFCREZHELET,
a. [Peripherals] > [SERCOM]&Y ) v LTREALEY . [SERCOM3]ZE4 ) w4 L. [SERCOM3]
oy TProject Graph] ™« > FOIZBMEN-FEZHAELET,

b. [Harmony] > [Peripherals] > [Tools]& 2 ') v %Y LTRREAL %Y, [Secure STDIO]ZY ') v¥ L.
[Secure STDIO]F A ¥ A% TProject Graphl W4 ¥ FOIZEBMEIN-E#HRELEFT (R 3-135
).

@ MICROCHIP



3-13. MPLAB Code Configurator — SERCOM & Secure STDIO MiE R

KitWindow x| StartPage x| ProjectGraph x|

XCTRORE | puns: |

NVMCTRL
Peripheral Library

MEMORY

PM

10. ® 3-14 ISR @Y . [SERCOM3] T B4 &[Secure STDIO] T A v & Z##: L =9 (SERCOMS3 D

Peripheral Library Peripheral Library
TMR

ae |

Profiles: | Main vl Vigw: i-Root

Device Family Pack (DFP)
CMSIS Pack

SERCOM3
Peripheral Library

Secure STDIO
UART " UART

UART(E (M e)% Secure STDIO {8l UART(FED®) NS v ),

3-14. MPLAB Code Configurator - SERCOM & Secure STDIO M ##:

Kit Window xI Start Page xI Project Graph x]

x||f3 ﬂ | ﬂ = *|'Ii|' |P|ugins:

NVMCTRL
Peripheral Library
MEMORY

PM
Peripheral Library Peripheral Library
TMR

11. ZRI®D TProject Graphl ™« > KA T[SERCOM3 Peripheral Library]Z:&iRLET, AHE®D
Configuration Options] FANT 4 R—JRHNTH 3-15 [TRTBEYICHRETHEITK Y.

Profiles: | Main w | Wiew: i'Root |

Device Family Pack (DFP)

SERCOM3

Peripheral Library Secure STDIO
sPr UART |

UART

#)7)Lary—)LEIZ 115200 baud L— FTHALET,

3-15. MPLAB Code Configurator - SERCOM3 D& E

Kit Window x| StartPage x| ProjectGraph x}

|II| E] @ Configuration Options x |

x\a BERE 4 ‘EI' |mugms: [ “|  Profies: [Main |

o] ||E E

NVMCTRL Device Family Pack (DFP)
Peripheral Library Peripheral Library
MEMORY

PM RTC SERCOM3 4
P e i Peripheral Library Peripheral Library Secure STDIO Baud Rate in Hz
PM TMR UART <2 UART ~Parity Mode

= SERCOM3

Operating Mode iE[nad;\g mode
~Receive Enable
Transmit Enable

Frame Format

~Character Size

= Select SERCOM Operation Mode |USART with intermal Clock

-~ Stop Bit Mode | One Stop Bit v,;
{Receive Pinout |SERCOM PAD[1] i used for data reception + |
Transmit Pinout |PAD[0] =TxD; PAD[1] = XCK

~Enahle Run in Standby []
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12. [Plugins] kO 745> 1) R kv b[Event Configurator] Z:#IRLEFT, B 3-16 ITRTEYIZ. 42
UR—AARAFIZARAY F D RL—FEAARY P EBMLET,

3-16. MPLAB Code Configurator — Event Configurator

EVENT CONFIGURATOR

Channel 0 Settings

Channel Configuration . —
-4 Path Selection _ASYNCHRONOUS v |

o Event User Remove 2 e ——— 17
Channel Number Event Generator Security Mode Status Ready Channel Event Edge Selection NO_EVT OUTPUT |

Channel 0 EIC_EXTINT 2 ‘ ‘ i} Generic Clock On Demand : |

Run In Standby Sleep Meode

Add Channel Enable Event Detection Interrupt

Enable Overrun Interrupt

User Configuration

Ri
User Channel Number = Security Mode S
User
RTC_TAMPER V| | CHANNEL O ™ SECURE Vv 0]

13. [Plugins] KRy 745> 1) R kM [Pin Configuration] Z:#3R L 7z#&IZ[Pin Settings]2 7% 1)
w9 LET, [Pin Settings]? FAD lOrder:] 74 —JL FDER%E TPorts) IZEBLFT(E 3-17
SB), 7TV r—a VI ->THILTORBYICEVERELET
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3-17. TPin Settings] 7«4 > K - EVDEE

Kit Window x] Start Page x] Project Graph xI Pin Diagram x] Pin Table x] Pin Settings =
Order: |Pors [ | | Table View | [] Easy view
:i:mber Fin ID Custom MName Function Mode Direction Latch PulUp  PullDown Drive Strength  Security Mode
16 PA11 Available w Digital High Impedance Low O O NORMAL  ~ | SECURE w
ba i PA12 Available ~ Digital High Impedance  ~ Low O O NORMAL  ~ | SECURE ~
22 PA13 Available ~ Digital High Impedance Low B O NORMAL | SECURE w
23 PA14 Available w Digital High Impedance Low || [l NORMAL  ~ | SECURE w
24 PA15 LED GPIO ~| Digital out wf Low | NORMAL | NON-SECLRE »i
25 PA1G Available ~ Digital High Impedance  + Low ] =] NORMAL ~ | SECURE w
2% PALT Available ~ | Digital High Impedance | Low O O NORMAL | SECLRE ~
27 PA18 Available v Digital High Impedance Low E O NORMAL ~ | SECURE w
28 PA1S Available w Digital High Impedance Low O O NORMAL  ~ | SECURE w
29 PAZD Available ~ Digital High Impedance  ~ Low O O NORMAL  ~ | SECURE ~
30 PAZ1 Available ~ Digital High Impedance Low B O NORMAL | SECURE w
31 PA2Z Available w Digital High Impedance Low O O NORMAL  ~ | SECURE w
32 PA23 EIC_EXTINT2 «| Digital InfOut | nm | NCRMAL | SECURE ~
33 PAZ4 Available ~ Digital High Impedance  + Low ] O NORMAL | SECURE w
34 PA25 Available ~|  Digital High Impedance | Low O O NORMAL | SECLRE ~
45 PA30 Available v Digital High Impedance Low E O NORMAL ~ | SECURE w
45 PA3L Available w Digital High Impedance Low O O NORMAL  ~ | SECURE w
47 FBEO2 Available ~ Digital High Impedance  ~ Low O O NORMAL  ~ | SECURE ~
43 PEO3 Available v Digital High Impedance  + Low B O NORMAL | SECLRE -
7 PBO3 SERCOM3_PADO |  Digital High Impedance | n/a O O NORMAL | SECLRE o
E:} PEO2 SERCOM3_PAD1 ~ Digital High Impedance nfa O O NORMAL ~ | SECURE ]
37 FB22 Available ~ Digital High Impedance  + Low ] O NORMAL | SECURE w
38 PB23 Available ~|  Digital High Impedance | Low O [l NORMAL | SECLRE ~
Note:
- PB08. PB09: SERCOM3TX XU RXE Y
- PA15: LED

- PA23: A v F

BADOTEHRE [PIC32CM LS00 Curiosity Nano+ Touch Evaluation Kit User Guide] (DS70005567)%
SELTEEL,

N
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3-18. PIC32CM LS00 Curiosity Nano+ Touch HBERAR— KD E VEE

A
NOTE on CDC: [ R18
A4H 100k
TX and RX cross here. cEE 1 PES D
- VBUS
PBOS CDC TX I7 3 i - RESET /|
PB09 CDC RX 4 a:B PA31 SWDIO DBGO /]
PA30 SWCIK DBGL 5 J1
[ e o o] 6 AL
\_PA04 UARTI TX 7 T PA20 RSTI
PAOS UARTL RX. 8 PA14 INTI
PA1) IIC SDA 9
PA13 IIC SCL 10 BAOS FUWMD
\_PA0S SPI MOSI 11 PAD3 PWML
PAl1 SPI MISO 12 DAY ADC
\\_PAQS SPI SCK. 3 36 PBO3 ADCI
PA10 SPI CS1 35 PBOJ ADCO /]
34 GND
[\\_PAIS UARD TX 33 PB13 CS3 /]
PA17 UART? RX. 32 PA10 CSVUARTY CTS /]
I\_PAIS INTJUART FTS 31 PAQT RST)3 /|
IN\_PAO7 RST23 30 PB2) INT3 /|
\\_PAQ0 XIN3)/GPIO3 29 P423 MECH BUTTON/GPIOS /|
I\\_PA0L XOUT3GFIO? 28 PA21 TOUCH BUTTON SHIFLD/GPIOS //
N s e ] 27 § PA2? TOUCH BUTTON/GPIO! /]
26
25
GND e
TARGET I
CNANO48-pin edge connector

14. TProject Graphl ™« > KR T[System]#:&RLFJ, [Configuration Options] F AT«
R—RATHE 3-19 OEYIZFHRE L £ 9 ([Memory Configuration] ® T @ [Application Non-Secure
Callable Size]% 0 /34 MIZERTE)

3-19. MPLAB Code Configurator — * € ) §% %€

StartPage x| KitWindow x| ProjectGraph x| [+ (=) (D[ configuration Options x|

x||3 | B:af § L | |EI |Plugins: ~ Profiles: | Main ~ View: |Root -8
=+ System

B Device & Project Configuration
NVMCTRL Device Family Pack (DFP) . . ;
[=-PIC32CMS164L500048 Device Configuration

Peripheral Library ;
MEMORY CMSIS Pack #~Mote: Set Device Configuration Bits via Prograrmming Tool

Fuse Settings
B-Arm@ TrustZane® for Army8-1M

PM RTC SERCOM3 : ; )
Peripheral Library Peripheral Library etrirze HeE Secure STDIO B Memnry Configuration
PM TMR UART UART IAppI\catiDn Mon-Secure Callable size |0 Bytes vI

Boot Non-Secure Callable size 0 Bytes -
Application Secure size 262,144 Bytes ~
Data Secure size 16,384 Bytes ~
+Boot Protection size 0 Bytes “
*RAM Secure size 32,758 Bytes

- Project Configuration

3.2. O—FOD&ER
1. BABED1—IILEHRELI=%IZ, [Resource Management [MCC] | % 1J w45 L Th 5[Generate]
2T%#91)v9 LET(E 3-20 B8),

19
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3-20. O— FODER
Projects IFIlE | Resource Management [MCC] x | =

MCC v5.5.1

Generate | Import.. | Export | | @ !|_._.._

aEl|

Project Resources

¥ Libraries

P Harmony

¥ System

L oo
w Content Manager

Device Resources

¥ Libraries

P = Harmony

2. A—FA%EmEhbE, 32EY K MCC Harmony v3 7Y Y M7 74 IILE T HILEMNEBMESH
*F9, A EINf-0— FAT SysTick, SERCOM, EIC. NVMCTRL. RTC. Event System., PORT
EDA—)LATORBEDS 2= SA4TS5) F7AILBPERINTNWSEEHERELET,
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321 FEFaT7H&LUtEFa7 FOD Y FTERSNIZO—F
Mon-5ecure Project Secure Project

Projects x = Projects x| =
=M= Ntz pic32cm_ls00_cnano ﬁ tz_pic32cm_|s00_cnano

E Device actions Elﬁ tz_pic32cm_|s00_cnano_secure

E-(gg Header Files E-(gg Header Files
EI config i EI config
[ default (g default
¥ T
..... 3 device.h - BE] device_cache.h
..... @ device_cache.h I device_vectors.h
..... @ device_vectors.h interrupts.h
..... interrupts.h Eﬂ--- peripheral
EEI--- peripheral i e toolchain_spedifics.h
----- @ toolchain_spedfics.h -] device.h
-5 packs &-F packs
&[] Important Files it-[iF] Important Files
EEP" Linker Files GE-[EE] Linker Files
E}-E Flugins [—}- Source Files
(g Source Fies EI config
= config By default
E}El default i i P . exceptions.c
..... I@ exceptions.c initialization.c
----- initialization.c -] interrupts.c
..... interrupts.c . libe_syscalls.c
----- libc_syscalls.c E peripheral
= peripheral " clock
.. e -- gic
.. port -- EYEYS
.. systick -- nvic
..... 39 startup_xc32.c -- nvmctrlj
H-[EF stdio " pm
..... @ main.c -- port
----- [ pin_configurations.csyv " rtc
E}-ﬁ‘ Libraries " sercom
&-[fF Loadables . systick
- tz_pic32om_s00_cnano_secure [0 e 2] startup_xc32.c
E]---ﬁ tz_pic32cm_ls00_cnanogroup Eﬂ'" stdio
----- ‘ﬁ mair.c

E}-ﬁ' Libraries
&-[fF Loadables
Eﬂ---ﬁ tz_pic32cm_|=00_cnanogroup

Note:

¢ MCCldtFxa7 7o xzy beEtEFa7 Oy FEFIZHZD main.c ZEBLET,

¢« MCC TIRERKEIND T 7AILDEHEA T a Vv TEERETEET, TZELAWES, BEETI 7
A4 IJ)L%& main.c AERRESNET,

@ MICROCHIP



4. FEX217EELUEFXa7 FAPHY FMIHTEITFIISI—S
= = DAY XL I

41. FEEFa27F7FIVH5—ar adyImEMN
FIUr— 3 AL CETTAICRUTORIEEEGFLET.

1. Etxa7 TR Y b(tz_pic32cm_Is00_cnano.X)® main.c 77 A ILEFE, Tieha1—FK#%
SYS_Initialize() D#&ITEMLZET,
SYSTICK _TimerStart();

2. LED ZBIEEL— F(BO00ms)T c LT B1=5HIZ, while L—TAIZTREOaI—FZEMLET,

LED_Toggle();
SYSTICK_DelayMs(500);

3. TNon-Secure Project Properties] ~BE8L. ktF27 77 —LDz7OEEIE—FERT ST
HDRRFEILR T RFEANLET,

a. MPLAB X IDE @ [Project Properties] 7«4 > FONTTREZETLET (R 4-158]),

b. Z{l lCategories:] ® T T[Building]#:#R L. HEID lConfiguration] TANTF 4 R—=
[N T[Execute this line after build] F T v 2Ry RZ&IRLET,

c. FIVvIRYIADTIZTREOARRA ATV RFEAALET,

rm -rf ${ProjectDir}/../../hex && mkdir ${ProjectDir}/../../hex&& cp
${ProjectDir}/${ImageDir}/*.hex ${ProjectDir}/../../hex &&
${MP_CC_DIR}"/xc32-objcopy" -1 ihex -0 binary
${DISTDIR}/${PROJECTNAME} . ${IMAGE_TYPE}.hex
${DISTDIR}/${PROJECTNAME} . ${IMAGE_TYPE}.bin && cp
${ProjectDir}/${ImageDir}/*.bin ${ProjectDir}/../../hex

o s
4-1. EtFa17 IJ7—LIITDEEIE—DERK
ﬁ Project Properties - tz_pic32cm_Is00_cnano >
Categories:
oo @ General Configuration type: |application [] Use "dean” target from the Makefile

- ----- @ File Indusion/Exdusion

9 @ Conf: [default
i 0 Loading [ Execute this line before build

> @ Libraries

> [*3 Building
i i Macro Value

B @ XC32 (Global Options)

Pre and post step operations: Note: commands are run from the project directory (ProjectDir macro below)

@ xc3Z-as Insert Macro
o x£32-gec ShE:.r.tensicn .bat
@ wc3lg++ L s . . .
ProjectDir "D:\software attack protection\firmware\tz_pic32cm 1500 _t
2 uc324d e .
2@ xc32-ar
‘0 Analyss I Execute this line after buildl
PE}.hex ${DISTDIR}/S{PROJECTMAME}. ${IMAGE_TYPE}.bin && cp ${ProjectDir}/s{ImageDir}/*.bin §{ProjectDir}/.. /.. hex) I
Macro Value

Insert Macro

ShExtension .bat
Device PIC32CM5164L300045
ProjectDir "D:\software attack protection\firmware\tz_pic32cm 1500 ¢,

< >

Options affecting hex file:
[] Insert unprotected checksum in user ID memory [ Normalize hex file

Manage Configurations...

Manage Metwork Tools.. .

Cancel Apply Unlock Help

4. [ApplylZz2 )y LTHAB[OK]IZV )Y Y LET,
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5. TProjects] M7 T[tz_pic32cm_Is00_cnano]% % 1) w4~ L Th 5[Set as Main Project] Z#ER L

j_o

B4-2. kxa77Oa Y bEman 7Oz Y FELTHRET S

|| Projects = | Files

Elﬁ tz_pic32cm_|s00_cnano
i -- Header Files
-- Important Files

] . . Linker Files

E}-. Source Files

D pin_configuratio
I ﬁ‘ Libraries

- ﬁ‘ Loadables

-G tz_pic32cm_ls00_cnano
-- Header Files
-- Important Files
-- Linker Files

-- Source Files

[ tz_pic32em_ls00_cn
[ tz_pic32am_ls00_cn
D project.group

[=] Kit Windaow

x | Star

Build

Clean and Build
Clean

Batch Build...

Set Configuration

Mew

Add

Set as Main Project

Find...

Locate Headers

ﬁ‘ Libraries Run
&-([fF Loadables Debug
I':'Iﬁ tz_pic32cm_|s00_cnano Step into

Make and Program Device
Projects
Close

Open Required Projects
Code Assistance

Analysis

Show Code Coverage Summary

z_pic32cm_ls00_cnano - D Versioning

28 3 11’4311:32::11 [s00_cnang History
...... Prﬂ]ECtTYpE P-l:lpll

Ea EI Device Properties

17T a'F I

il e A A

6. [Clean and Build]743>§7 w9 dh, FAyTEHY 1JRX kHs[Clean and Build Main
Project]Z:&IRTHFICKY TOP I FZEILRL, ELFRARBILENESHARERELET.

B43 2)—2EELFE

&5 B> S

T QD D[

Kit Windaow Clean and Build for Debugging Main Project -
Source Hisl Clean and Build Main Project IF
o | Clean and Build with PRO Comparison Main Project [
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7. EEF2T7 IO LDINAF ) T7A IS Thex) T+ ILFR(NR: D/software_attack protection/nex)
[CTEMENTWEEZHERELET,

B 4-4. EEINT=NAMT) T 714 ILDOEGEE

This PC MNew Volume ([x) software_attack_protection hex

Mame - Date modified Type

.',u tz_pic32cm_s00_cnano.X. production 8/14/2024 10:00 AM BIM File
B tz_pic32cm_Is00_cnano.X.production 0124 HEX File

. tz_pic32cm_Is00_cnano.X. production.unified B/ HEX File

8. AXV K JOVT hERE. TRONRABEHLETS,
/XR: <Harmony 77 /L &#'?®/Y¥.X>| bootloader/tools
Note: [bootloader] 7 # LA A THarmony] 7 # LA AIZEE LA LGS, MPLAB Content
Manager #f>T7—+tO—4 Ry s5r—2MV37.0UE)EFHDoO—FLET,

9. Python R4 1) 7k btl_bin_to_c_array.py #E£{T95E(C&Y. EtFa7 7TU5r—ay
DINAFT)T7A4ILE Hex O EHM L 1= C EERRADEI~EBRLET,

python btl_bin_to_c_array.py -b

D:\software_attack_protection\hex\tz_pic32cm_Is00_cnano.X.production.bin -o

D:\software_attack protection\firmware_secure\src\non_secure_app_image_pic32cm_Is00_cnano.h
-d P1C32CM

B 4-5. Python R 1) 7 FDET

thon btl bin

o D:\software_s

10. RV ) T EHAERICEFTINDE, FEFa2T7 7IV5—23 0 A A—Y(EEIAE—)DAYE T
7AILDEXAT TAOCH MO Tsourcel ZAHILFIZHIMESNET,

46 X7 T7ITIVr—a v A A—CDEEIE—
l This PC MNew Volume (D) software_attack_protection firmware_secure srC
MName - Date modified Type

l config H File folder

l packs File folder

main b C Source File

non_secure_app_image_pic3Zcm_Is00_cnano 315 PM C Header Source F...

42. X217 F7FUHsr—a>OdyymEN
FIYr—a VAR LTEATAICEUTORIEEETLET.

1. main.c Z7A4JIRNT, X227 77V 5r—>aviZE-oTELNWDEHRETIOETREOREY IS
FELZEY,

#include <string.h>
#include ""'non secure app image pic32cm 1s00 cnano.h"

#define APP IMAGE SIZE sizeof(image pattern)

@ MICROCHIP
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#define APP_IMAGE_END_ADDR (APP_IMAGE_START_ADDR + APP_IMAGE_SIZE)
#define NON SECURE APP ADDR (TZ_START_NS)

static uint8_t *appStart = (uint8_t *)NON_SECURE_APP_ADDR;
static uint8 t *dataStart = (uint8_t *)NVMCTRL_DATAFLASH_START_ADDRESS;

uint8_t firmware_digest_0[64];
uint8_t firmware_digest_1[32];

24
25
26
27
28
29
30
31
32
a3
34
25
36 $define APP TMAGE SIZE gizeof (image pattern)

24 #define APP TMAGE END ADDR (APP TMAGE START ADDR + AFPP TMAGE STIZE)
38 #define NON SECURE APP ADDR (TZ_START N5)

39
40 static uintf t *appStart = (uintfé t© *)NON SECURE APP ADDE;

41 static uint8 t *dataStart = (uwint& t *)HVMCTRI. DATAFT.ASH START ADDRESS:
42
43 uint® t firmware digest 0[6&4]:

void) (wvoid) = attribute ((cmse nonsecure call}):;

44 uintg t firmware digest 1[32]:

2. TFEMO&YIZ main.c Z74J)LHIZT—F ROM APl # EBMLTEFNOAT I EZRTESHLSIZLET,
typedef struct

/* Digest result of SHA256 */

uint32_t digest[8];

/* Length of the message */

uint64_t length;

/* Holds the size of the remaining part of data */

uint32_t remain_size;

/* Buffer of remaining part of data (512 bits data block) */
uint8_t remain_ram[64];

/* RAM buffer of 256 bytes used by crya_sha_process */
uint32_t process_buf[64];

} SHA256_CTX;

SHA256_CTX sha256_ctx;

typedef void (*crya_sha256 init_t) (SHA256_CTX *context);

typedef void (*crya_sha256_update_t) (SHA256_CTX *context, const unsigned char *data,
size_t length);

typedef void (*crya_sha256_final_t) (SHA256_CTX *context, unsigned char output[32]);
#define crya_sha256_init ((crya_sha256_init_t) (0x02006810 | 0x1))

#define crya_sha256_update ((crya_sha256_update_t) (0x02006814 | 0x1))
#define crya_sha256_final ((crya_sha256_final_t) (0x02006818 | 0x1))

3. ktFa7 ISV aBEICkEERaT 7LV TETAGSIUILITF—LIIT FA4D
IRMEEF2T7T—F 7539 aI2EZFRALHIZ, flash_write APl & main.c 7 74 JLIZHHA
AHET,

static void flash_write(uint32_t addr, uint8_t *buf, uint32_t size)

uint32_t end_addr = addr + size;
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if((addr & NVMCTRL_DATAFLASH_START_ADDRESS) == NVMCTRL_DATAFLASH_START_ADDRESS)
/* Unlock the Secure Data Flash region */

NVMCTRL_RegionUnlock(NVMCTRL_SECURE_MEMORY_REGION_DATA) ;
while(NVMCTRL_IsBusy());

else

{

/* Unlock the Non-Secure Flash region */
NVMCTRL_RegionUnlock(NVMCTRL_MEMORY_REGION_APPLICATION);
while(NVMCTRL_IsBusy());

if(addr % NVMCTRL_FLASH ROWSIZE == 0)
/* Erase the row */

NVMCTRL_RowErase(addr) ;
while(NVMCTRL_IsBusy());

}

/* Program 64 byte page */
NVMCTRL_PageWrite((uint32_t *)(buf), addr);
while(NVMCTRL_IsBusy());

addr += NVMCTRL_FLASH_PAGESIZE;
buf += NVMCTRL_FLASH_PAGESIZE;

Jwhile (addr < end_addr);

4. EtEFaT7 T7—LIIT FATANETHETB=HIZ, SHA-256 /Anv o APl EEEFa7T
J7—L9 T 7HEEAPI Z main.c 72 7 A JLIZHAAAHET .

static void sha256_hash(SHA256_CTX *ctx, const uint8_t *message, uint32_t length,
unsigned char digest[32])

uint8_t dataBuf[64];
uint32_t bufldx = 0;
crya_sha256_init(ctx);
do
{
memcpy(dataBuf, &message[bufldx], 64);

crya_sha256_update(ctx, dataBuf, sizeof(dataBuf));
bufldx += 64;

Iwhile (bufldx < APP_IMAGE_SIZE);

crya_sha256_final(ctx, digest);

static bool non_secure_app_verify(void)
sha256_hash(&sha256_ctx, appStart, APP_IMAGE_SIZE, firmware_digest_1);
if(memcmp(dataStart, firmware_digest 1, 32) I= 0)
{

printf("Firmware is Corrupted....1");
printfC""\n\r\n\r'");

printf("Firmware Digest after tamper detection:');
printfC"\n\r\n\r'");

for(int i=0; i<32; i++)
printf("Ox%X ', dataStart[i]);
if((i%8 == 0) && (i '= 0))
printfC"\n\r");
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3
%Iash_write(TZ_START_NS, (uint8_t *)&image_pattern, sizeof(image_ pattern));
sha256_hash(&sha256_ctx, image_pattern, APP_IMAGE_SIZE, firmware_digest_1);
printfC""\n\r\n\r'");
printf(""Restored Firmware Digest:");
printfFC""\n\r\n\r");
for(int i=0; i<32; i++)
t printf("Ox%X **, Ffirmware_digest_1[i]);

if((i%8 == 0) && (i '= 0))

printfC"\n\r");

}
printfC""\n\r\n\r");
printf("'Genuine Firmware is restored™);

3
else
{
return false;
3
return true;
3
5. BUIN—FE|YiAHE 30s ZFA LT LDF=HIZ, RTC aA—JL/Ny Y % main.c 7 7 4 JLIZHHAAH
FY,
void timeout_handler (RTC_TIMER32_INT_MASK intCause, uintptr_t context)
{
iT(RTC_TIMER32_INT_MASK_CMPO == (RTC_TIMER32_INT_MASK_CMPO & intCause ))
if(non_secure_app_verify() == true)
SYSTICK_DelayMs(2000) ;
NVIC_SystemReset();
}
3

if (RTC_TIMER32_INT_MASK_TAMPER == (intCause & RTC_TIMER32_INT_MASK_TAMPER))

RTC_REGS->MODE2.RTC_TAMPID = RTC_TAMPID_Msk;

printf(""'Software Attack Detected™);
printfC""\n\r\n\r'");

}
}

6. FEENELVI— K% main.c WM SYS_Initialize API DEIZEMLFT,
sha256_hash(&sha256_ctx, image_pattern, APP_IMAGE_SIZE, firmware_digest_0);
Fflash_write(NVMCTRL_DATAFLASH_START_ADDRESS, firmware_digest_0, sizeof(firmware_digest _0));

Note:
- sha256_hash: EtF 217 727 —LIIT7DFACIRAMEHELEY,

- flash_write: 77 —LDx7 APz AMe2XaT77T—32 75 v aBEBITRELET,

SYSTICK _TimerStart();

RTC_Timer32Cal IbackRegister(timeout_handler,0);
RTC_Timer32Start();

N S N N T ")
printf(""\n\r Software Attack Protection Demo ");

o s QAN N e \n\r');
if(non_secure_app_verify() != true)

{
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printf(""\n\rFirmware is Genuine'™);
printfC"\n\r\n\r");

}

Note:
— non_secure_app_verify: EtFa17 J77—LDzT7ERIIL. RIICKBLIZIGEEELE
AF—%kEtXa7 IS5y afEEIZ OS5IV LET,
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5. TFF)5—L 3 DEI FEET
UTOFIEICKY., VIO 7HREXRET T 7— 3> % PIC32CM LS00 Curiosity Nano+ Touch
HfiRYxy hETTOSSIUSLET,

1. tz_pic32cm_Is00 _cnano 7AYxH +&HES 1) v o LT[Set as Main Project]&#EiRT HFIT &
oAy FEMan A Y FELTERELET,

B51 EExa7rOCzy FEMan 7Oz FELTHRET S

PR

| | Projects x| Files | = || kit Window x| Star
= @ tz_pic3Zcm_|s00_cnano 8 | b [ -
‘ -- Header Files Build F
(I Important Files Clean and Build
] Linker Fil [
] . . inker Files Clean
E} . Source Files
: Batch Build...
[:I config |
B main.c Set Configuration »
R E] pin_configuratiol i
: 3 |
& Libraries T
G-[fF Loadables Add “
= tz_pic32cm_ls00_cnana) . .
__ Header Bles Set as Main Project E
% Important Files Find... :'E
% Linker Files Locate Headers :
G+ [fF Source Files i
w-[§ Libraries Run
G-([fF Loadables Debug
B- ﬁ tz_pic32cm_|s00_cnano i il
[l tz_pic32cm_ls00_cn .
: - tz_pic32cm_Is00_cn) Make and Program Device r
-.EI prnject.grDLJp Prl:l'jEL'tS ¥ |
Close
Open Required Projects *r
Code Assistance LR
Analysis BT
Show Code Coverage Summary |
I 1 ioni bl
z_pic32cm_Is00_cnano - D Uasial h
e "g tz_pic32em_|s00_cnanc History 4
------ Project Type: Appli
@E EI éDE.ﬂEE Prupertles
BAll] i Al e em e T TEofrT 1

2. PIC32CM LS00 Curiosity Nano+ Touch HM#iFA¥ v bI&. Nano #i#A#4 T /3y H(NEDBG)Z#{E > 1=
TNy T EHYR— bk LZEIT, PIC32CM LS00 Curiosity Nano+ Touch ¥ v FADBRELE T/ Y
JD1=HIZ. Type-A#A RX-micro-BUSB 7 —TI)LZEF v kLD micro-BUSB /R— MZHEHELET .
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5-2. PIC32CM LS00 Curiosity Nano+ Touch il ¥ bDN—FDxz7 £y b7 v T

Debug USB

3. TProject Properties] ~"BEILT/N—FKI 7 Y—)LLaVRA S EFERLET,
a. MPLAB X IDE ® TProject Properties] 7«4 > FORNTTFREERTLET,
b. Z@lD lCategories:] M T T[Conf: [default]]Z&R L. HHAID TConfiguration 1 FO/8F 1
O—FMATEHLEN—FDZ7Y—ILEQ LS Y—=ILFz—2%EIRLEFT (K 5-3 BE),

5-3. Project Properties - PIC32CM LS00 Curiosity Nano+Touch M ¥ +

a Project Properties - tz_pic32cm_Is00_cnanco *
Categories: B ) Configuration
o @ General Family: Device:

- ----- @ File Indusion/Excusion

: All Families e PIC32CM5164500045 ~
> @ Loading Connected Hardware Tool: Supported Debug Header:
oML Ces [Pic3ach 1500 Curiosity Nano Plus-+-5N: MCHP123... | []show Al |Hane
- @ Building

B @ %C32 (Global Options)
2 xc32-as Packs:
e D xc32-gcc | PIC32CM-LS_DFP
@ Xc32-g++ o 1.2.274
@ xc324d ;
@ xc32-ar -l CMSIS
------ @ Analysis

Compiler Toolchain:
[=-%C32 [Download Latest]

-XC32 (v4.40) [C:\Program FilesMicrochipxc32v4. 401bin]
-XC32 (v4.35) [C:\Program Files\Microchipxc32v4. 35%bin]
[-ARM

Manage Configurations...

Manage Metwork Tools. ..

Cancel Urock | [ e

4. [ApplylZZ YU v LTHBIOKIZY ) YyI LET,

[Clean and Build]|7A4a>&9 U vyo3 50, FOyFTEH> 1JR kh5[Clean and Build Main
Project]Z BRI BFICXYTOP Y FE2EIFRL, EILRFARUNILENE S M ERLET,
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5-4. Clean and Build

6. BI5-5MDFRTHALETZAaVEI)YvITREIZEKYTITIyr—aveEdods53090LFT,
B 55 FNAAOTATS5zY

ED

=
\a
o
&
&
:
B

¥ - By -

Kit Windaow Clean and Build for Debugging Main Project
Source Hisl Clean and Build Main Project
o | Clean and Build with PRO Cormparison Main Project

;
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6. MPLAB Data Visualizer [Z&AHHDEE

1. 77— a v ELRLTTASSIVIRRET LRI, B6-1ADFKRTHAREZ7AaVE
2 1) wHdBEIZLY. MPLAB Data Visualizer ZBZ %9,

6-1. MPLAB® Data Visualizer M2 &}
LB - 2-2-QR O

2. 6-2RADXFF7AaAVEY YU T BHEIZKY., PIC32CM LS00 Curiosity Nano+ Touch E{fi A+
YrDIYTILR—FERELET,

6-2. V)7 ILIR—+DFRE
Kit Window = | StartPage x| [ main.c x | (4] MPLAB Data Visualizer x

Workspace: [ Ciear A Load.. [save ses | Views: B TimePiot

5 PIC32CM LS00 Curiosity [ rormar > RN
E |E| MNano Plus+ “
3

Debug GPIO &

COM62 Elp

3. [COM Settings] NT baud L— k% 115200 IZERELE T,

6-3. baud L— FDEE

Kit Window x | StartPage x| &|main.c x |[J] MPLAB Data Visualizer x|

Workspace: [ Clear A Load.. [ save ses | Views: B Timeriot [BZ Terminal == | Protocols:

g iosi Terminal X
5 PIC32CM LS00 Curiosity emina
T
= |E| Nano Plus+ .
= —
8
Debug GPIO &
S ¢| COMEZ Settings
- g e
Saud Rate | 115200 =
Char Length: G bits ¥
Parity: None ¥
Stop Bits: 1bit =

4. 6-ANDEME=ZATAAVEY ) v YT BHEICELY. PIC32CM LS00 Curiosity Nano+ Touch 5F
fRAFy FOSYTILR—FEREET,
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6-4. 1) 7L COMAEKR— rZERH<L

Kit Window = | StartPage x| /| main.c x | (4] MPLAB Data Visualizer x

Workspace: [ Clear &) Load.. [save ses | Views: B Time Piot

2]  Pic32cM LS00 Curiosity [emea >
2| W8] Nano Plus+ v
3

Debug GPIO & »

CoM62 2]

[Send to Terminal]ZZ Vv L., U7 aVY—IL A yvt—FERE LI-#&IC[Close]&7 ) v
9 LET,

6-5. #—IF I FTL a3 DER
@ Start visualizing data X

Data capture has started on COME4, but the data is not being visualized or logged to file.

Start visualizing data as it is captured:

k* Plot Raw B3 send to Terminal £ Variable Streamer
Visualize the raw data See a text view of the serial data from Configure a variable streamer to
from COME4 on a COMeEd with options for configuring decode the incoming serial data
graphical time plot. how it is presented. from COMEL,

Visualizations and logging can also be added using the controls for data sources in the left side bar. For detailed
configuration of visualizations, use the options in the sidebars on the right.

Show this dialog on data capture start

ARV R JOVT hERE. TRONZABHLET.
C:\Program Files\Microchip\MPLABX\v6.20\mplab_platform\mplab_ipe.

Note: PIC32CM LS00 Curiosity Nano+ Touch FffifAF v k&, MCU ZF !t v b3 51=HDR2 >
#HWATWEREA, AR—F% 1) J—FF BIZ(F. MPLAB IPECMD %> T reset aAv > K%
NEDBG N&EEFT BHEIZKY MCUZEY Y FLET,

PIC32CM LS00 Curiosity Nano+ Touch ZHiiAF v t&# )ty FFAICIEXTRNDATY FEETLE
7,

ipecmd.exe -P32CM5164LS00048 -TPNEDBG -OK
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6-6. PIC32CM LS00 Curiosity Nano+ Touch Z#liF ¥ tD U+ v k

32\cmd.exe

\mplab_i 3 648 -TPNEDBG -OK

0C e\mplab_platform\mplab_ipe>

8. MPLAB Data Visualizer EDEEHKFI>Y—I)L Avt—T &, PIC32CM LS00 Curiosity Nano+
Touch §HEi A+ F LD LED1 D T ILEREZELE T,

Ee6-7. 8o yY—IL Ayvte—

KitWindow x| StartPage x| B main.c x| [{J MPLAB Data Visualizer x

Workspace: [ Cear A load.. [ save s+ | Views: B Timeriot [Z]Terminal *s= | Protocols:  EE] DVAT Session

2| picazem Lsoo curiosity
2| I Nano Plus-  EEEE—— T
8 oftware ack Protection Demo

: DA Cofbescc Siiack Geofecksonibeso. 0
4 Debug GPIO _n_ > Firmware is Genuine

g [

£

s

in COMB2 .ﬂ. u

-]

E CAPTURING

=

6-8. PIC32CM LS00 Curiosity Nano+ Touch fHMEiA v FE®D LDE1 D ~ 5L

9. PIC32CM LS00 Curiosity Nano+ Touch MBI+ v b LD SW1HRZ v EZ|ITEICLY., VI b
THEEIalL—FLET,
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B69 VYVIrOIT7THEDVSAL—Y Y

10. MPLAB Data Visualizer ETY 7 kI z 7HRERBED A v —C&#HRELET,
6-10. V7 b7 7HERMA
Kit Window xI Start Page xI_@Output x ]@MPLAB Data Visualizer xrnain.c xrnain.c x]

Workspace: [ Clear 2 Load.. [P Save =+= | Views: B Timepiot [ Terminal =s= | Protocols: BB DVAT Session

w 3 = a
5 PIC32CM LS00 Curiosity [ e >
‘é |E| MNano + Touch QN 5 S e o S S A R R B
= Software Attack Protection Demo
& ok e DR R Ry R R e SRR TR R e e
Debug GPIO ﬂ‘ > Firmware 1s Genuine
el e Software Attack Detected |
| |
COM26 Hm
Seriz CAPTURING

1L.RTCABALT I BE, X7 7IVT—2a v EEEFa7 77—LD 27 ORI ZEFHA
LEY, REEICKRT D E, FtEFa7 J7—LVIF7OEEIAE—NFEEFXaT7 75yl
27RT33vT7EnEY,
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6-11. EtFxa7 IJ7—LoT7 DRIE

StartPage x| KitWindow x | (1) MPLAB Data Visualizer x|

Workspace: [ Clear 2 Load.. [P save es¢ | Views: B Timepiot [ Terminal ss+ | Protocols:  EE] DVAT Session

o i Y o
2] picsacm Lsoo curiosity e >
E IEl Nano + Touch S
c = Software Attack Protection Demo
e R i A
Debug GPIO # > Firmware i1s Genuine
S i [Software Attack Detected
561 Endpoint KB OH
Firmware is Corrupted....!
COM26 £t m

22T

CAPTURING

Firmware Digest

0Ox0 0x0 Ox0 OxO
00 0x0 Ox0 Ox0D
Ox0 Ox0 Ox0D Ox0D

after tamper detection:

Ox0 Ox0 Ow0 O0x0 OxO
Ox0 0x0 0x0 0Dx0
Ox0 Ox0 Ox0 Ox0

00 0x0 Ox0 Ox0 Ox0 0x0 Dx0
Festored Firmware Digest:

OxE5S Ox2 OwGB Ox78 Ox37 O0w9C Ox7B OwA OxF2
0xD4 OxE7 0x87 OxF3 Ox78 OxES Ox48 O0x9E
OxE& OxEA 0OxeD Ox14 OnF3 O0x85> Ox90 0x50
0x89 OxD2 OxE9 OxDD Ow81 Ox6E 0x33

Genuine Firmware is restored |

Firmware is Genuine

)

Note: EEEIAE—MNEREICTAYVSII VI ENERIC, X7 7TV 75r—2avi@VYIboz7
Dty hERIBLET,
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7. BEEH

LUT®DOXEIE, Microchip #t™~ = 7H4 k(www.microchip.com)yd® b ¥ v A—KTEET,
— PIC32CM LS00 Curiosity Nano+ Touch Evaluation Kit User Guide (DS70005567)
— PIC32CM LS00/LS60 Security Reference Guide (DS00003992)

PIC32CM LS00 Curiosity Nano+ Touch fEHfiA ¥ v D& ZR—

Secure Boot on PIC32CM LS60 Curiosity Pro Evaluation Kit Using MPLAB® Harmony v3 Software
Framework

MPLAB® Harmony v3 IZBE T S 1EHMITLITZSR L TS Z& LY,
- Microchip ¥t = 744 k: developerhelp.microchip.com/xwiki/bin/view/software-tools/harmony/

EET7 TV —2aVICETARBRIIUTESEL TS,
- https://github.com/Microchip-MPLAB- Harmony/reference_apps

REYFMTA/03 FO—SEEFRESIVY ) 12— a v EUTESRLTIEEL,
- 32-bit Microcontroller Collateral and Solutions Reference Guide (DS70005534)
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https://ww1.microchip.com/downloads/aemDocuments/documents/MCU32/ProductDocuments/UserGuides/PIC32CM-LS00-Curiosity-Nano+-Touch-Evaluation-Kit-User-Guide-DS70005567.pdf
https://ww1.microchip.com/downloads/aemDocuments/documents/MCU32/ApplicationNotes/ApplicationNotes/00003992B.pdf
https://www.microchip.com/en-us/development-tool/EV41C56A
https://developerhelp.microchip.com/xwiki/bin/view/software-tools/harmony/secure-boot-app-pic32cm-ls60/
https://developerhelp.microchip.com/xwiki/bin/view/software-tools/harmony/secure-boot-app-pic32cm-ls60/
https://developerhelp.microchip.com/xwiki/bin/view/software-tools/harmony/
https://github.com/Microchip-MPLAB-
https://github.com/Microchip-MPLAB-Harmony/reference_apps
http://ww1.microchip.com/downloads/aemDocuments/documents/MCU32/ProductDocuments/ReferenceManuals/32-bit-Microcontroller-Collateral-and-Solutions-Reference-Guide-DS70005534.pdf
http://ww1.microchip.com/downloads/aemDocuments/documents/MCU32/ProductDocuments/ReferenceManuals/32-bit-Microcontroller-Collateral-and-Solutions-Reference-Guide-DS70005534.pdf

8. WWETEE
JE 3> A-2025% 48
AEZHRTT,
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Microchip D&
R

Microchipl #tD&FEOT, M) ORI, BLUZOMOELFH. BT, IS5 R, kKBS LKUZ
DD EIZF 1T % Microchip Technology Incorporated £z X ZF DREESHTE L W EFFEHDEERE
BRLUXREHZEETT( Microchip £t DEHZE 1 ), [Microchip D EE ] ICEH T HEHMIE
https://www.microchip.com/en-us/about/legal- information/microchip-trademarks IZE8& s TWVET,

ISBN: 979-8-3371-2216-8

EELDIEER

AEBLUARECRBEINTULSIERIE. Microchip HBFZEHF. TA M BEHFOT7 TV r— 3y
LHETHEMEESH. Microchip tE RIS L TOAERT H5ENTEET,
ENLUNDHETCIDEREZFEATHIBLELNLCOFREBIZERLET, TNAR 7TV r—300F
HE. I—FOEEDOICOHAREEINDIILDOTHY . BHICK>TERLLEIENHYET, BF
BROT7 TV r—2a oMtk zib-dE2RIATHERF. BERIIHYET., TOOHR— KD
WTIE, B FLEIREEIZEBULEHLEIZA S H . www.microchip.com/en-us/support/design-help/
client-support-services & ZE&E < 12X Ly,

Microchip #1 [FAREDEHRE TRKOFF] TRELTVLET,

Microchip #t(ZBAREY. BEEKEY. 2@, OFE. ZEOVTITHIhE/MHT. AEICEH SN T S1E
HRICELT, kRS, ARE. BEENAOESHEORBRMRIE. F-(3KE, KB, MHEEICET S
RIZIELHETEHIVDLLBORALRIAEBLITLEE A,

WA D154 D Microchip #tik, RIERF(TZOFERAICEET HMEEM. HH%0. BIMW. BF. B
F-IRMiEk, 8. BR. BEOULHAITHADH 5T, £ Microchip #AFD & S5 HEEAE
CAHRBEMICODVWTIHREEZZITTCOWIEEHLIVWIEENFRAFEGETH--IHEFETE. —VDEFZE
WEBA, ZETRHONIBRAROEFAZERA L LS. KERFLEZTOERICEHET Z2—UI0
B LI TITxd % Microchip t D EERELRT. FEREHNUXIF|ICEE L T Microchip #HIZE#EX L -
REEBAFEA. ZETREOONLIHRRBOFHEFEAZEALLS L. AEREFLIEZOFERICEET
5—YIOE LI TIZx 3 % Microchip #t DEEREZE L. FHEBEHNLXIEIRICEE L T Microchip #tIZE
BXH--BEEHBAFEEA,

Microchip #tDEATRMGEMEIC K 2RRLE LIC, EmMFEEH S WL IEMKTEMAEIC Microchip D
mEFERATSIBEFETHEBAETOVRVEL, FEEBABRIINICEI - TRELEZHLWIEE. 7L—
L, EREA. ERAICEAL T, Microchip #t(3#EE S, RESh, BEZSFTLEVEICRAET S EDELFE
T, HFICHRE LAVEES. BERNH L WVIEBHRMERDHT . Microchip KB EEZRELTLSS
12 RF—UEBESNFELA,

Microchip D T/34 R 3 — FREBEE
Microchip #t & @D 31— FRERKEEICOVTUTORICTEFEL LS,
« Microchip #t & & (&, X9 5 Microchip #t7—42 — MIRBBOEFEER/ L TULET,

+ Microchip # TlX. BEDEHEL S VITHRRICHE > TE-2HEE. Microchip R ROEFa ) T4
LARLIE, BETSBICRBELTVWAREEAOTTLIRELBETHILEEZZATLET,

* Microchip #t(EZZ DM EEZEHR L. BBMICHREL TLET . Microchip #EZ D1 — FRER
BEOREFECELOATEY., T2 S LFLEFEERCERLET,

* Microchip tZ &L L THOFERA—H—T, BHOI—FOEF21 YT+ Z2RL2IRIAETELDE
FHYFELA, I— FREWEEL (X, Microchip AR FE THETEE] &L LTRIETSLDTHESD
YERFA, I— FMREBREXEICES L TULET, Microchip # TR, EICHHKDI— FREEED
BEICRYBATLET,
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https://www.microchip.com/en-us/about/legal-information/microchip-trademarks
https://www.microchip.com/en-us/support/design-help/client-support-services
https://www.microchip.com/en-us/support/design-help/client-support-services

8 A° s
HlEaR—OADY VY
PIC32CM25321.S00048, PIC32CM2532L.S00064. PIC32CM2532L.S00100. PIC32CM25321.S60048.

PIC32CM2532L.S60064, PIC32CM2532L.S60100, PIC32CM5164LS00048, PIC32CM5164L.S00064,
PIC32CM5164LS00100, PIC32CM5164L.S60048, PIC32CM5164L.S60064., PIC32CM5164L.S60100
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https://www.microchip.com/en-us/product/PIC32CM5164LS60100
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