TR COBREMXEBRFZEEHELTIRACESL,
BHEREIVTH I OFILOEERE CSREVET,

o

MICROCHIP AN4833

SAM E54 MCU [ I+ MPLAB Harmony v3 TCP/IP R & v 4 %
8 o= FTP (File Transfer Protocol)

[ZL&HIZ

FTP (File Transfer Protocol) (&, T/34 XED 77 1 JLERERIC TCP/IP Ik > TIRESN BEES V2 -y T
Aka)TYE, FTPIX, TCPIP RE VY BRNDOT7 FY5— a2 @A Fa)ILTT, Embedded FTPY S A4 72 b
[H—nE, EQEI3HRY FT—ORETINA RIZHFIATE5EMBEETT, FIPUYSA Tk EDa—ILEE
S5¢. BEHBDT IV r—avé FTIP H—N\ORBTI 7ML E Ty TA—FELUVSFH U O—FTEET, 2D
JaranzEyY, "RRAFD T 74 A PL—2 SRATFLZERICTRELL, BHSTN\A ABTEEEOS LH
EPLT—REENTREE R Y ET,

AZTIE, MPLAB® Harmony v3 TCP/IP X8 w5 M FTP REICESEBhEET, Ff-. SAMEN4 T4 O03Y
FA—S%FE > FTIPOSAT U REEIVFTPH—ODTELRELET, COFTPIYSATFTU R 7TTUHT—Y
avik, FTIP 4=\ 77U —3 30 N4 FUEFHDoA—FL, BEEESAAZE2TI7—LDITEE
19 % Ethernet 7— FO—4S#EEX B A TLET,

R
L[]

e FTP: File Transfer Protocol

* HTTP: Hypertext Transfer Protocol

e TCP/IP: Transmission Control Protocol/Internet Protocol
« DHCP: Dynamic Host Configuration Protocol

» DFP: Device Family Pack

« MCC: MPLAB Code Configurator
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FTP OB E

FTP O#IE

FTPIX, 9547 b —N\OETHERET—2BICHLZDEREESIVSA T MY—N ETIL 7T—FTH
FRIZEDEFET, FIPYSATURIKRAMEYE—F FTP H—/\ORETEHZHEIL, TCPZALT 220
VEA—SADETHARDT—2E LV I 7 A IEEERBLET, FTP X, Y54 F7UENEAS IP 7 RL
R, R—bk, A—HLZ, RNAT—KEEETBEICLY FTP H—/NITEHEL-BIc#iELES, 1 —FBIERIC.
YR TLDOEDESENEILISN, RA b+ AVE2—RIEFIPY—N~NT—42 %7y SO—KTEFET, FTP 94—
NOEBENY—NLEDEEIT7ALELIUIFLEIDE 70— FRIZHLTT7 IV ERFRERELTLREELH
YFEd,

FTPIX. 93472 Y —/\OREIT 2 20K (BRIEZFIHT A-H0a bA—)L ORI I VETFAILDORA
BEERETEHLODOT—F2 ARI T IV)EFEVET, V53472 FEY—NBOFTP 2y 3 VEBEIC. V54
FobEg—nflléDar bO—)L TCP aRxY L aVERIKRT DB T, Y—N~HEEREZEELEFT, —/1\I&
FIEEREZIELRIC. 95347 MIADT—42 a9 a3 EMBLET, FIP Y a3 v @79 T47E
—RFEEERY S TE—RFTHELET ., CADDE—FRIZEKY, T—42 aRI L aVOBEIRFEDSATURE
Y—n\DEL LHEEERIRT M) NRFYET, FTIP DE— FEEKICEAT 22 0MoERE. 77U 5—2 3
v /J— bk AN34ATSIZEEHE L TLET,
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IS RBIDOME

2. It RBI DEEE

KETIX., 220D SAM E54 Xplained Pro sHBIR+ Y F(FTPH—/NBE FTPHYSA4 7Y FRIZ1IDYD) FoT. %
Y ET—URAD FTIPY—NRE FIP I SATU FDFEWAZHBALET, FIPI A7 e FTIP Y=L ThE
NEBDI7AILNVRATLRARA N = AF4T7H#BEZET, V5472 b R—FEH—N R—FiE. ThETho
0L Xpro R—FED SDH— KR I 7 ALV RTLAR ML= AFATELTHELTIFALNEGEELET, A
DIERABITIE, 95470 by —nNcOd4 o LTT7 TV r—ay N FVEFHIO—KT 5160 FTP
Y hD—UBEICESEEhEET,

B 2-1. SAMES4 ZE219 5472 FELEUY—NRETIL

. ) 4 I

SAM E54 FTP Client

sPI Downloading .bin file

r 3

SAM E54 FTP Server
SD card (Filesystem)

101 Xpro
? H SPI

SD card (Filesystemn)
101 Xpro

¥

Use for Bootloading
Process

S ) N J

B2-2 77Us—vaved—ra—50AEYERE

1024KB
/-

Application

Flash <

Bootloader

0x0000
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N—FOz7EELUYI NI TEHR

N—FOI7ELVVI I T7EHR

AEQIGCAFIZHT BN—FIzT7HELVYVI O T7EREIUTOREY TT,
N—FDIT:

+ SAM E54 Xplained Pro Ml k x2
+ 101 Xplained Pro 7R— K x2

e microSD A1— K x2

» Ethernet /¥ —JJL(RJ45) x1

s USB#7—TIL x2

YI2b+bOxT:

« MPLAB X IDE (v6.00)
« MPLAB XC32 2 /%4 5 (v4.10)
* MPLAB Code Configurator (v5.1.17)
— Harmony bsp ) 7R k1) v3.13.0 (Github bsp)
— Harmony csp J 7R k1) v3.13.1 (Github csp)
— Harmony core )7 R 1) v3.11.1 (Github core)
— Harmony dev_packs ') 7R k1) v3.13.0 (Github dev_packs)
— Harmony net 1) 7R 1) v3.8.0 (Github net)
— Harmony Crypto ') /R b 1) v3.7.6 (Github crypto)
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MPLAB Harmony v3 [Z&I+5 FTP

MPLAB Harmony v3 [Z&[+5 FTP

MPLAB Harmony v3 TCP/IP R4 w9 SA4TSJIE, FWFWCEEBANVE—T A REHAT-FIPES2—ILD
API Z8MLET, SNIEFTPHY—NEFTPUSAT U REYR—FL, Z74LOT7y TO—FEAD U O—F %
BRIITRAET,

TCP/IP Configurator

MPLAB Harmony v3 M%7 [Z[& MPLAB Code Configurator (MCC) & LVET, MCCIZ& Y., GUI ZFE>TT /N1 XD
Y rTYT SATSVDER, BE. 7V Tr—2a VRIS BRBICITAET . TCP/IP OFREIZIE TCP/IP
Configurator 7354 UDMEZET, ShizkY. GUI #{E>T TCP/IP ##t% MPLAB Harmony v3 A2 ) MIx
LCEBMELFERBRL, 77Ur—2a vEHIZIELTEIVR—R Y FEBRFETEET, TCP/IP Configurator 754
4 >l&. TProject Graph] ™7« > ER®[Plugins] KOy FH D U bERTEF T (K 4-1 B8),

4-1. TCP/IP Configurator

Project Graph = | Resource Management [MCC] x| Core Versions [MCC] x| KitWindow x| StartPage =

X CRIRE¢|&

~

MPU Configuration
INVIC Configuration

DMA Configuration = p—
Clock Configuration g mily Pack (DFP) ] lﬂ
TCP/IP Configuration

Event System Configuration
Pin Configuration |

Peripheral Library

MEMORY <

[TCP/IP Configurator] ™7« > KIZid. BHIZEFE TCP/IP BOWMEN TS T4 AILICRENET ., EBERRT S
&, FIRAFEER A VR—3R Y FARRESNAET, TlAvailable Components] YR WS T+] Z4arns ) vy Fi-
FrFSvr&FRyFIZ&Y, BIRLEaVKR—FR U rZEBMLET, BIRFOaVKR—RY MIHLTRELTWS
RFEEZEEBMT B=HI2, Ry T7vT S0 RFINKRFTENET . TProject Graphl 7« > FHRT, BMLT
TCP/IP a2 Vi R—3 > FOLVF b % IR L T[Configuration Options] A CREFEMLET,

4-2. TCP/IP Configurator Q&

Fawdow a| SiFsge x| PgedGeh s 1 E)E) | contpuratron options. =
XCRomE @ 5 tewr Ramt B
5 DHCP CLUENT
? DHCP Fequest Time-out (n sec) o-s
DHCE Host Nama Maxmum Sae 05
5 the Conscle Command =
e pmtspumtoga
Application Layer DHCP CLENT P
TCPAP Layers
| Application
Presentation Layer
Presentation
Il Transpont
Transport La;
¥ Network it m
£ Data Link
@ Bk Confla b ﬂﬂm

Redthatos it m m
Basic Configuration TCPIP CMD

BB Config Summary

Note: Tnet] ®@A—HJL YRI FYRIZHS Tdocsl 7+ ILFIZIE, Configurator IZEHT % Z DD IFEHRAEIM S 1L
TWET,
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MPLAB Harmony v3 [Z&I+5 FTP

FTPYH—/INEDa—)L

FTP H—/\#EEZHE S &, #HARAATNA AL I 7AILDTy TO—FELUP T O0—-KNBRIZITZAET,
FTPTCPIPRB YYD SATS5) A8 —TxA R, Ftp.h ~ANYE I 7L ILATEESNET, FTPH—/N\%&E
St=0I1Z, AP MIXTCPIP RB YYD ETF7ALVRATLREREN IO Y FTIE FAT FS) #FE5HEN
HYET,

FTP ¥ —s\[*., MCC %{#>T MPLAB Harmony v3 TCP/IP O x4 R THEZIZTE EI (Project Graph >
Plugin > TCP/IP Configuration > Application Layer > Add FTP Server),

4-3. TCP/IP Configurator @ FTP H—/%

2 TP/ Corfiguration - beta - [n] 72
O e
Available Components + L M o e i
- | contgurstion ostions x| Cl

TCPNP Layers SMTR CLIENT FTR CLENT i
= FTP SERVER

Masirium Number of FTP Cornections allowed per Interface vs
TELNET Berkeley AFI Masimum Length fer Usar Name 103
FTP Cata Socket T Buffer Size o2

ESE =N e e =
FTP Server Root Directory Path fmatimyCrivel
E-Advanced Settings

Presentation

Cammand Listening Port 215

NENS DHCR SERVER v2 Data Ustening Port L L=

& Datalink FTR Server bmenut {in sec) 30
= [ Seled FTP Authenbeation Run Time Authentcaton v

Q@ Basic Config

Active Components o

i

FIP SERVER DNS SERVER:

£ 41l FTPY—NED21—)LDITFAIL

ftp.h FTPH—/ATCPIPRZ YT A4 T5U~DAVFZ—T AR
ftp.c FTP H—/\ D3R

FTIPOS5A4AF7> bk E®Sa2—IL

FTIP 95472k EDa—)LIZ&KY, RRFZEDT7A4IL ARL—2 SRFLOEWVWEZRIZCTIELLC, T
1 ABCEBEEDE VRN T —FEENAREIZRYET, FIPISAFTURTCPIPRA VY SA4T35) 4
A—T A RIE, Ftpc.h AYFZ T 7/ LATEREINET,

FTP Y 54 7> kiX. MCC %{f> T MPLAB Harmony v3 TCP/IP 70 ¥ x5 A THIIZTEFF (Project Graph
> Plugin > TCP/IP Configuration > Application Layer > Add FTP Client ),
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MPLAB Harmony v3 [Z&I+5 FTP

4-4. TCP/IP Configurator A®D FTP 754 F7 > k

£ TCPAP Configurction - beta _

@ Overview Available Companents

TCP/IP Layers 2

[(a] Presentation

DN5 CLIENT z TFTP CLIENT
1l Transport

o -

= Network

DNS SERVER TFTP SERVER SNMP TELNET
= Data Link
@ Basic Config

Active Compaonents

ANNOUNCE FTP CLIENT DHCP CLIENT

B Config Summary

~ || configuration Dptions x Cl
(SRE}
= FTP CLIENT
Maimum number of simulzans ous clhent Bl
- Default Datas Socket Trans) 1,024 %

1,024 12

mit Buffer 5ize
Dafzult Data sockat Raceive Buffer Size
Enahle Consnls Commands
& fdvanced Settings

42 FTPOSAFTY R ES2a—ILDITFAIL

711l
ftpc.h FTIPOSA 7Y MTCPIPRA YY) SATSYUADA U RA—T (R
ftpc.c FTPYSA4 7>k A FaILDERE

#4312, FTIPCED 2a— MDY R—F+FBFTPaY Y RFERLET,

#4-3. FIPCEVa—IHYR—rFHFTPaIU KR
FTPawY KR

USER: 1 —H&%#ET 5

PASS: "R T — R %#ET S

ACCT: 7hoY MEREZEIET S
TYPE: 5% 2 4 T%HET 5

STRU: 5 7 7 1 LDHEEERTET S
MODE: YR T LE—FE#®RET S
PASV: 18w ¥ TE— FABITT S

PORT: F¥—4 —  £[8< TCPIP_FTPC_CMD_PORT
RETR: JE—r I 7/ ILERIFT S TCPIP_FTPC_CMD_GET
STOR: YE—hFHRR MZT7AILEREFETSH TCPIP_FTPC_CMD_PUT
NLST: UE— bk T4 LY FUDZRID—E %K TCPIP_FTPC_CMD_NLST

ENCRES)

LIST: UE—FI7AMILD—EEZRTT D
DELE: YE—+I7 74 ILZHIBRT B
CWD: 7—F%>J T4LY M) EEET S

CDUP: ALYk T4 LY FUDETALY +
YAND—F25 T4 LY FEBBTS

TCPIP_FTPC_CMD_LIST
TCPIP_FTPC_CMD_DELE
TCPIP_FTPC_CMD_CWD

TCPIP_FTPC_CMD_CDUP

TCPIP_FTPC_CMD_USER TCPIP_FTPC_Login
TCPIP_FTPC_CMD_PASS TCPIP_FTPC_Login
TCPIP_FTPC_CMD_ACCT
TCPIP_FTPC_CMD_TYPE
TCPIP_FTPC_CMD_STRU
TCPIP_FTPC_CMD_MODE
TCPIP_FTPC_CMD_PASV

TCPIP_FTPC_Login
TCPIP_FTPC_SetType
TCPIP_FTPC_SetStruct
TCPIP_FTPC_SetMode
TCPIP_FTPC_SetPassiveMode
TCPIP_FTPC_Connect
TCPIP_FTPC_GetFile
TCPIP_FTPC_PutFile
TCPIP_FTPC_NameList

TCPIP_FTPC List
TCPIP_FTPC DeleteFile
TCPIP_FTPC_Change_Dir

TCPIP_FTPC_ChangeToParentDir
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........... HE
MKD: UE—Fk T4 L% M) ZERT 3 TCPIP_FTPC_CMD_MKD TCPIP_FTPC_MakeDir
RMD: UE—Fk T4 LY M) ZEEIBRT S TCPIP_FTPC_CMD_RMD TCPIP_FTPC_RemoveDir

PWD: 9—%>4 T4LY ) EERTT S TCPIP_FTPC_CMD_PWD  TCPIP_FTPC_Get WorkingDir

QUIT: EZEHKRTIT S

D95ATF b EDa—)LIE, FTPOY Y FORECMZ T, USARTEA—SFILENTH1—HF A V4 —T A R%
BEELET, 2—HIE, SOF—ZFIIVICAATEIEICEY., BER FTP AU FERHETEET, 2TH FTP 4
A7 a2 R, ¥—7—F Iftpc) THFEYFET,

f5l: Ftpc login <username> <pswd>

N/A TCPIP_FTPC_Logout
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FTP 254 7> ho—i\: ERGIORE

FTP 2 S4A 7Y by —\: s RFIDEE

UT TR, REQGAGERET -ODFHREHICOVTHRALET .

MPLAB Harmony v3 MEX5E
+ MPLAB X IDE % {8 o T SAME54P20A [A(F(Z 32 Ew k MPLAB Harmonyv3 7B 19 FEERT BIZ1E.
https:// microchipdeveloper.com/harmony3:same54-getting-started-training-module 2B L T 2 &Ly,

« Confguration D#EEIF(Z Device Family Pack (DFP), System., CMSIS Pack, NVMCTRL, EVSYS MBEEEEIZ &
YIRS hET,

+ 101 Xplained Pro E£4FA 5 SD h— FKEIHA 2 —TJ 24 XA &EHT B8, SD Card (SP) FS A /A EBMEHh
LIBHERHYET,

o ER & h B Satisfiers & i T CONSOLE, COMMAND. DEBUG. TIME. FILE SYSTEM. TCP/IP #gtz&¢
CATLY—ERDNEBMENDIBELAHY FTT (K 5-1 SHE),

5-1. FTP 9 54 7 > bIH—s3® Project Graph

X CERERE4+$| & View: |Root .

Device Family Pack (DFP)

Peripheral Library

System Service

CONSOLE System Service

& Core Service

Peripheral Library

SERCOM2
Paripharal Library
UART
® c:.:isspn USB_DEVICE_CDC COMMAND

o Servi 5YS_CONSOLE
< SYS TIME

Instances - ——+ FILE SYSTEM
SERCOM4 Instance 0 System Service wolfCrypt Library

Paripheral Library DRV_SPI & Core Service © SYS_TIME
SPI SPI

SYS FS © © Core Service
DRV_MEDIA S DRV._MEDIA LIB_ZLIB

LIB_WOLFCRYPT

TCP/IP MPLAB Harmony v3 D& 5E
95472 B LUH—/\@EITIZ TCP/IP Basic Configurator #3XEJ 2 1=ODFIEFTLLTOEY TY .

1. TCP/IP Configurator [&. [TCP/IP Configurator] TiBALf=AETHEFET, BIRSIN-HNENLEMSND L.
ZM 5IE TCP/IP Configurator E7zI& Project Graph M SRR TEF T, FIEDKRTA Project Graph H i5:#IR
TEFET (R 5-258),

5-2. RIRDFER

View: |Root e

PRESENTATION LAYER

CP/IP STACK
RANSPORT LAYER

2. TBasic Configuration] EIE Tl&. TCPIP CMD £ & U TCPIP CORE a ViR—F > bBEMIZESHET,
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FTP 254 7> ho—i\: ERGIORE

5-3. Basic Configurator

@ Overview Available Components

TCP/IP Layers
28 Application
[sa] Presentation

1l Transport Active Components

TCPIP CMD TCPIP CORE

< Network

= Datalink

B Config Summary

% TCP/IP Configuration - beta = [m]

Note: [TCP/IP CORE] BREA T 3 VINT, TCP/IIP R B2 v DE RAM A4 X&2T7 T r— 3 VEHICE

CCHREBTEET,

3. XYbrI—U 4B —T 4 R(&, TData Link] ZFEA T3 AT, BLEH PHY ERICH L THRESINE
T BEHERY FIT—IBRIP 7 KLAR, ¥— kx4 FELRE)NISA T RES—/NOEAIZHLT
BRESNTVWSENRETT, AER Ethernet K54 /{(GMAC)IX. SAME54 TERIZ, KSZ8091 PHY K34
NEFE->THHYIZESNET, SAMES4 Xplained Pro FEEA+ v bIE, BEFRTIE KSZ8091 #FE L TULVE
T MIIM S A/80&, MIM BIEASE T LI=BEFIZHER PHY LR R EBRIZT VR T 5 EHDFERYGHAE

EBEFURFT Y UBEEYR—NLET,

5-4. T—R2 YY) DRE

2 TCR/IP Configuration - beta

@& Overview Available Components

TCPAP Layers

MAC Components PHY Components
& ronseon S s
[a] Presentation K LANETZO0

1 e

=

Network

@ fig

Active Components

MNetwork Interface + MAC PHY

NETCONFIG-0 MIIM Driver

B Config Summary
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FTP 254 7> ho—i\: ERGIORE

5-5. NETCONFIG A T3y

B PP Configuration - be . [ConTiouration Gptions x
B = =
= o =1 NETCONFIG
Available Components + e T
Interface GMAC
TCPIP Layers MAC Components PHY Components . s “’_"" voremos
1Pv4 Static Address 192 168.100.11
1Pv4 SubMet Mask 151%575253& |
DERE | s
IPv4 Primary DNS 192 168.100. 1
7 :— o =-Network Configuration Start-up Flags
DHCP Flag Enable DHCP Clent ~
DNS Flag Enable DNS Clent
Active Components i Multicast Enablod on his Interfacs []
Py =-Advanced Settings
_ IPv4 Secondary DNS  10.0.0.0
Network MAC Driver DRV_GMAC_Object

Config Summary it

Note: =y kD—% aVR—22 DI DREIX. Project Graph £FE71=I% TCP/IP Configuration 7544 »RT3
UR—R U bESY ST BEIZEYITZET ., MPLAB Code Configurator 5574 h)L A—HF A V3 —T (R
(GU) DZEDHD TCPIP AV R—U bt COARETHETEET,

FTP H—/DEE

TCPIP 7T ir—>a vEDERE

TCPIP 7T r—a vEDOZREFIBIIUTOEY TT,

«  [TCP/IP Configuration] >« > FHRA® [TCP/IP Layers] MO T[Application] #2')v o LET,

«  TApplication Layer] BIEmMA T, TCP/IP Application Layer Configurator (XA TFDa ViR—%> FZHMIZLET,

ANNOUNCE, FTP SERVER. DHCP SERVER, SNTP. DNS CLIENT

+  ANNOUNCE E¥a—/)LI&, DHCP ®IEHRy b T—9 ETOT/NA RDIFEREBHIZTLET . DHCP CLIENT &
Ca—lE, TTIVE—= 30N Ry hT—9 LMD DHCP H4—/\H5 IP 7 RLREBMICIEBT 5EF /AR
LEF,

Note: FTP #—/\ A ) FIZIE FTP SERVER OV R—3R Y FZEBMTNIE+HTHY . FIPYSA 7o 7

O2x% MZIEDNS &E—#IC FTP CLIENT OV R—3 > FEEMTNIE+NTY, LEDaUKR—F2 ME, BM

DXy bI—%5 FA+3aLTT,

5-6. FTPH—INF7F)Fr—a VEDHRE

2 TCP/IP Configuration - beta - o X

@ Overview Available Companents 4

I

TCPAP Layers DHCPVE CLIENT SMITP CLIENT FTP CLIENT

TELNET Berkeley API

G4 Presentation

IPERF SNMPV3
N Transport
HTTP SERVER TFTP CLENT TFTP SERVER
F Network

. NBNS DHCP SERVER v2
£ Datalink

@ Basic Config
Active Components i1}

DHCP SERVER SNTR ANNOUNCE DHCP CLIENT

DNS SERVER

DMNS CLIENT

FIP SERVER
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« FTPHY—NE, SDA—F ATATHLITFANITT I LR H1=HIZ FATFS £ELVET . FTP SERVER DERTE
TlE. FTPH—\DIL—F T4 LY DR RERELET (H 5-73H),

5-7. FTP H—/\DHE

o [[configarstion options =
(=R

& Overview Available Components |5 TR )
Maximum Number of FTP Connections Allowed per Intarface 1=

- ~Maximum Length for User Nama 04
TCP/IP Layers DHCPVS CLIENT Berkeley API FTP Dzta Socket T Buffer Gize o+
FTP Data Socket RX Buffer Size =

o=l
FTP Server ir ry P
HTTPNET SERVER ZEROCONF EEYBUR00ED TR CN ath
E-Advanced Settings

Eal Presentation FTP Server Task Rate (in msec) 5,0005] FTP server is using this
NBNS Command Listening Port 211 mount path to access
1l Transport Data Listaning Port [ | files from SD card using
— 1 PP Sorer om0 mi e
% Network - ~FTP File BUT Command
. Active Components W =-Selett FTP AULhenricarion Run Time Authenticaton v

Connection Info Used for Authentication (4
&= Data Link

ANNOUNCE DHCT™ sERVER DNS SERVER

@ Basic Config

[mwm CMTﬁH

DHCP CLIENT

& Config Summary

5.2.2 FTP 347> FDIRE
TCPIPFFUHr—avBORE

TCPIP 7 75— a v EBOREFIBEFUTOEY TY,

e US54 TF72 MR LTIX, TCP/IP Application Layer Configurator A © ANNOUNCE. FTP CLIENT., DHCP
CLIENT 2 viR—3 Y FREHIZENET,

5-8. [FTP Client Application Layer Configurator] E&E

2 TCP/P Configuration - beta = n x

Available Components +
TP JONS RVER

TCP/IP Layers

Active Components i}

ANNOUNCE FTP CLIENT DHCP CLENT

« FTP CLIENT @& E Tl%. [Enable Console Commands] - & avIc&kY, Aa—FNLYTFIL Z—ZF)L %
NLTFTPISAT7Y FERIETHENAREL BV ET, EENVIFERENY I 7OY A XE, BEIC
I6 L CTEOTENTEET (RA 1,024 /31 k),
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FTP 254 7> ho—i\: ERGIORE

59. FTPY 347> FDERE

£ corp
=

TCP/IP Layers

T Options. £
EE 7
+ =-FTP CLIENT
Maximum number of simultaneous client | 3=

Default Data Socket Transmit Buffer Size
Default Data Socket Receive Buffer Size

DHCPVG CLIENT DHCP SERVER

Enable Console Commands M
_ 3 . =-Advanced Settings
S HETR SERVER FTPC Tick Rate (in msec) 5-::
FTP Request Time-out (in sec) H

NEBNS Berkeley APl
DHCP SERVER v2 HTTPNET SERVER

Active Components

DHCP CLIENT 0

@ Basic Config
B Config Summary

FTP CLIENT

5.3 o A DEST

N—F9z70ty b7y 7T
N—=F2z7DEy r7y TFIBIZLUTOREY TH,
I01 Xpro R— K % SAMES54 Xplained Pro s+ FD EXTLICEHKLET .

|01 Xpro v— FDEEIZH 2 microSD H— KR Oy M microSD h— KE#HEALET ., FTP H—/ @M SD
HW—FIZE, FTPOSATF U MZ&k>THA Y O—FENB/81F 1) (test.bin)Z &ML ET,

53.1

3. aAYEa1—4HM5M micro-USB 7 —TJ /L% SAM E54 Xplained Pro ffiff v k@ DEBUG USB O 1% &2 [T
HmLET,
4. RIMSH—TILZEFE-LT, Y—/NMUEHSA4 T2 MMID SAM E54 Xplained Pro sHER+ v FD R4S R— + %

BELMERELET.

Application Note DS00004833A_JP - p. 14
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5-10. SAM E54 9 54 7 > MY — DR

TITEEEEER

14 (EERR E ECEE PO

532 McCuFAa4sgssoy

MCUDTRYT S VIFIEIZLUTODEY TT,

1.

2.

3.

FIPYSA72 b ASIY FEFTPHY—NFOD Y rEFYVUA—FLET(CNOIERE L —HICIRE
Ihafh, FTP Client & FTP Server b4y 0— KTEEY),

MPLAB X IDERTTFRY =4 b ZFMEFE T (File >Open Project & A = a—%#E{EL.
same54_ftp_client\firmware\ftp_client_sam_e54 xpro.X &
same54_ftp_server\firmware\ftp_server_sam_e54 xpro.X ZiE7E).

& 7 4 3> (Make and Program Device)x 9 ) w7 4 HFEIZ& Y. WD SAM E54 Xplained Pro §4ifi F
Y hAR—FRIZRLTTAD Y FEELRBEVTATS I VILETOIAT7Y MIR—FRIZIZV 4T
b 7Oz M(Ftp_client_sam_e54 xpro)z7O45 53045 L, $—RAR—FIZIEFH—n FadzH
b (Ftp_server_sam_e54 xpro)z 70453 2%),

533  FTP H—/\D#E#H
FTP H—/N\DEHEFIBILLLTOREY T,

1.

FTP H—/\flldD SAM E54 Xplained Pro §F{fiF ¥ v b7R— KIZ DEBUG USBR— b Z N LTERZHRALFE
_d_o
ZOHR—FRDFTPH—/ Oz 275 vial,
—ZF)L(TeraTem) 7O k 774 )L sameb4 fip_servelfirmwareltp_server sam e54 xproX ZBAZ £ 3,
729 agICFTPY—NEHMEAEZETETL, AV Y—ILIZH—NIPT7 FLAANEAShFET (K 511 8]),
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DS00004833A_JP - p. 15


https://github.com/Microchip-MPLAB-Harmony/reference_apps/releases/download/v1.5.0/same54_ftp_client.zip
https://github.com/Microchip-MPLAB-Harmony/reference_apps/releases/download/v1.5.0/same54_ftp_server.zip

AN4833
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B 5-11. FTPH—ROavy—ILHH

T COM12 - Tera Term VT
File Edit Setup Contrel Window Help
TCP/IP Stack: Initialization Started
: Initialization Ended - success
_Ini : The FATFS File System is mounted
Interface GMAC on host MCHPBOARD_C
ﬁHﬂC IP Address: 192.168.108.12

— NBNS disabled

Note: SAMES4FTP Y SA4 7> b 7AY 1% k(Ethernet 7— FO—4) ~NEHT ZHIIC. 7TUS—23
v INAF 1) T7 A )(same54_fFtp_client/utilities/test.bin)% FTP H—/\fil;R— F® 101 Xpro #i
BRAR— KD microSD A— FICaE—LET, ¥S5A4FV &, ZONAFY) 274 LEF50O0—KRLTT

—rA—TFT 4 VI EEFTLETS,

5.3.4 FTP 7547 Y FDiESR
FIPOSA 7Y MR- 7T S5— 3 vid, FIPERGEREZRKBI 2VELAHY ET, COERICHIT ZY

— IS DIEEIZEDE, VY5470 NEATA VRADA—HFRENRT—FERBETIBHENHY ET, FTP S
SATUMRATAVICHITRE, H—NREVSATY FORBDT—REENAREIZLY T3 (@—FHRBEDI S
4 F7 2 MY —SWindows 7 54T > b, $IHABYF—NIISAL T2 b, Linux $—RE)RT7 TS —2 3 VRIS
FZET),

AREQIGRAFITIE, 9S54 T2 MEF—n\BOHNAF Y T7AILEE 9 A—KL, FDITF7AILEISAT U+
fIFR— KD 101 Xpro LMD SD h— FIZRELERIZ, N FUERA O bO—S5(2F7055305LFT,
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B512. FIPY9S5A4 7Y MDD FTP J—rE—4 D7 0—H

Valid
code at
application
start
address?

Is SWO0
pressed?

Yes
Y

Yes Execute FTP Client
Bootloader

Execute User
Application

FTP Client Initialization

.

Connect to FTP server and
login
(ftpc commands)

Le

Login

successful? Retry Login

Download binary from FTP
Server and save in FTP
Client SD Card

v

Read file from Client SD
Card and program to
MCU Flash

v

Close file and trigger MCU
Reset

FTIPO A7 FADERFIBILILUTORY TY,
1. SUFILE—SFIL 94V R 7T )r—> 3 (TeraTerm)h s, SAM E54 Xplained Pro A v M2 &
S2TIZIal—bENhi=COMKR—hr~AEHLET.
2. 7IVE—2 3 0EBREELEI(SAM E54 Xplained Pro EHERAxY F2Uty FLEYT),
. P77 RFLARE—ZFIIIZRTFTEINFET (K 5-13BH),
B 5-13. FTPY 347> bO#IH#1E

Y COM11 - Tera Term VT

Eile Edit Setup Contrel Window Help

TCP/IP Stack: Initialization Started
TCP/IP Stack: Initialization Ended — success
SYS_Initialize: The FATFS File System is mounted

Interface GMAC on host MCHPBOARD_C = NBNS enabled
GMAC IP Address: 192.168.1608.11
Connect to FTP server using ftpc commands
H opne 44 24

4, 1—HE. FREAATAATEIEIZLY . FIPH—NICEETEES,

ftpc connect <server ip address>
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5. HERICEYILIL, FERORJ A VIEREAALES,

ftpc login <username> <password>
6. BYA&IZ, TEED ftpc ZFE T, Y—n\DOSNALF U EFHDUA—FTH=HDaAT U FERBLET,
ftpc get -a -a <test.bin>
FCommand Success] A vtE—IT&Y . N4 FYDFTHIoO—FIZH LIEENRENET,
7. ZOFAvtE—UEZELELKIC, a7 2K Tboot] ZAALET, lbootl IF. #orvA—KLIEAIFUD
TJ—bhO—T 4 VT ERBTEEIEBRBSIATVET,
8. TAYVISETUYMRETLERICMCUEY Y rES, ZFTUSr—2 30 a—FORTHEEYET,
Note:
s NAFYITFANIE, FYooA—FELUT—FA—FRIZEDLNIDBENHY FT,
« Y—XO—KILLED |migAM same54_Ttp_client/utilities/test.bin Z/MLTLWVET, ZD/N1F
)&, SAMES4 FTPH—/A ATy %7045 5 2 >4 Lz SAM E54 Xplained Pro @i A+ +® SD h—
FICREFELTHEKBELNHYET,

B 5-14. A

M COMIT - Tera Term VT
File Edit Setup Control Window Help

TCP-/IP Stack: Initialization Started
: Initialization Ended - success
The FATFS File System is mounted
AC on host MCHPBOARD_C — NBNS enabled
= 192.168.16868.11
server using ftpc commands
Eg: ftpc connect 18.48.32.94
ftpc connect 192.168.188.12
>228 Ready
Length = 11

Command Success

FTP Client connected

Login with your credentials
Eg: ftpc login username psswd
ftpc login Microchip Harmony
FTPC — Command Started

>USER Microchip

Length = 16

331 Password reguired
Length = 23

PASS Harmony
Length = 14

238 Logged in
Length = 15

Command Success

FTPF Client logged in

llze ftpc get command to download bhinary
Eg: ftpc get —a —a test.bin

Enter command ‘hoot’ qfter receiving ‘Command Success’ message

ftpc get —a —a test.hin

FTPC — Command Started
>288 Command Ok
Length = 16

[PORT 192.168.188,11,282,221
Length = 29

288 Command Ok
Length = 16

RETR test.bin
Length = 15

158 File status okay; about to open data connection
Length = 53

Rx Data Len: 512

Read was successful. Mow bhootload
File flashed
Resetting MCU to »un application in 2
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6. WiE

6.1 FINVr—2a R4 FYI7ALVOERTANRB7Z TV 5r—23 VDEE)
BE. HARAAT7—LITTIE. 7592 rFYDR—RATZ RLRIZEZRAEN-T—rO—SFEHBATHET,
TFIVT—23 0 A A—=DE, 959 Va rATYRADT—rO—4% a—F&YEDT7 FLRAERIZEZATFLET,
MPLABX IDERDT7 FUSr—2a3 >y FASz Y bONAF IV I7AILEERTSICIE. UTOFIEEZETLET,

6.1.1  [Generate Fuse Settings] # F< 3 V& ERHIZT S
BE, SAM MCUDEa1—XEEIF, 7O 09 Y—LIZKYEERENET, TRAMNEAT7TUr—2 3 TR,
Ea—RXRERFENSAFFT(FRNRATZ IV —2avEI—tb0—4FI2&YTRISI 555 E0), Ea
—XREEADNTEE. ATV IT7AILDOYA IBEMLET,

6.1.2 [Application Start Address (Hex)] & 7S av&#EET S
FIV5— a3 VBR7 FLREIK, [759Y2a R—RF7 LR+ T—rA— 45 YA X ULTHIENBETT,
COfEIX. ERFICT—rO—4 O—FABESINEEL—BTIHLENHYET, T—bO—FE, TN/ R+
Y FEITTTU =2 a VEIRT FLREZEST7 IV r—23a v~y U TLET,
Ea—RBREETTUr—2 a3 VBBT FLRIX, MCC #E>TEBETEET, MCC #EEEIL. B 6-1 [(TRTEY
I TSystem] o VR—F2 FERELET,

B 6-1. MCCR®D lSystem] A VvR—FR Y FOBTE

[=-System

EVSYS Device Family Pack (DFP) E-Device & Project Configuration
Peripheral Library

=+ ATSAMES4P204& Device Configuration

SAM E54 Xplained Pro BSP Lo Note: Set Device Configuration Bits via Programming Tool
. [E+Fuse Settings
NVMCTRL Core | Generate Fuse Settings [ |

Peripheral Library Harmony Core Service

- Security Disable (Code Protection Disabled) -~
MEMORY < o RTOS

] Project Configuration

Generate Main Source File
e | Generate System Source Files
=-Toal Chain Selections
- Compiler XC32 v
- add linker file to project |
= %C32 Global Options

[=-Linker

- General

Core Service ©
SERCOM2

Peripheral Library { STDIO
UART UART

=-Symbols & Macros
“Application Start Address (Hex) 50000
l$---Curtex-M4 Configuration

FIVr—2 a7 FLREZEET HIZIE. Project Properties > xc32-Id > Option categories: Symbols & Macros
LiEELET, 1 —IEROM _ORIGIN 8L U ROM_LENGTH RV O 2 EHT I2HENHYET,
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6-2. Project Properties

1) Project Properties - X

Categories:

> General Options for xc32-4d (v3.01)

@ File Inclusion/Exclusion Option categories;  Symbols & Macros P Reset

=~ @ Conf: [sam_e54 xpro

@ Loading Linker symbols

@ Libraries Preprocessor macro definitions ROM_LENGTH=0xf400;ROM_ORIGIN=0x50000 ‘
-~ @ Building

& @ ¥C32 (Global Options)

Symbols Keep all ~

& x32-as |
@ xc32-gcc
O x329++
O xc324d
e @ xC32r
@ Code Coverage

Additional options: -DRAM_ORIGIN=0x20000010, -DRAM_LENGTH=0x3fff0 |

Option Description  Generated Command Line  User Comments

Manage Configurations... |

Cancel Apply Unl ock Help

6.1.3 MPLABXIDERTNSAFTVI7AINEERTS
NAFTVITFANEERT B-OOFIEEUTORY TT,
1. Project Properties > Building £ #2ELEY .
2. [Execute this line after build] # 7> 3 »Z2F#HIZL. FTROATY FEEBEALET,
${MP_CC_DIR}\xc32-objcopy -1 ihex -0 binary "${DISTDIR}/${PROJECTNAME}.$

{IMAGE_TYPE?}.hex"
"${DISTDIR}/${PROJECTNAME} . ${ IMAGE_TYPE}.bin"
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6-3. NAFTYUIT7AILDERL
=

Categories:
2 General Configuration type: | application ~ [[] use "dean™ target from the Makefile

> File Indusion/Exdusion

' Conf: [sam_e54_xpro]

Pre and post step operations:  Note: commanas are run from the project cirectory (FrojeciDi m acro beiow)

o EDBG [] Execute this line before build
@ Loading
2 Libraries " val
o i cing sk b i
= o XC32 (Global Options) Insert Mecro -
» ic3des ShExtension .bat |
- Device ATSRMES4P20A
> xc32-gec [ProjectDir "D:\MPLABX_IDE\Harmony packages\csp_apps_sam d5x_s5x\app: v |
@ wc3lgi+
< >
? xc324d
2 wiver [#] Execute this line after build
> Analysis [ihex -0 binary "${DISTDIR}/${PROJECTNAME} S{IMAGE _TYPE} hex™ "${DISTDIR} /¢ {PROJECTNAME}. ${IMAGE_TYPE} bin™
Macra Value
TnsertMacre | N\ A
ShExtension .bat
Device RISEMES4P20A
ProjectDir "D:\MPLABX IDE\Harmony packages\csp_apps_sam_dSx_s5x\app: . |
| < >
Options affecting hex file:
[ tnsert unprotected checksum in user ID memory [normalize hexfile
Manage Configurations...

ok ]| concel Apgly fock Help

FACI Y FDEIRRIZ. "4 FVIT7AILBAFTEDORRTROMYVET,
<your_project>.X\dist\<config_name>\production\.

Fooa—FLEznNAMFTIVDECEZTAH

A—HIE RED FTPISATU R 7V r—2a0%FE T, BED FIPH—/N(ED & S54 FTP H—N\3LEHA
aEE) MhoBBRT TUSr—23 SATSVEFIVO—RTEFET, V54TV J7ANLVRTFLRIZEDY
O—RENFRLFUT7AILIE B 64 DITO—F¥—rDBYIC MCU DISY I aAEYICEESALENTE
FY, 759 a1tV IDEERLVEZTAABEORLEX. AIGAFOY—Xa3— FRO APP_Flash_TaskQMH
#(same54_Ftp_client\Firmware\src\app.c) HIZHY ET,
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64 IAFUTF7ANDTOTS2VT

Erase Flash Block allocated for Application

r

Open the binary file

-
%

A 4

Read contents of the file into a temporary RAM buffer

A 4

Program the buffer data to Flash block (page by page)

File read

No

complete ?

NVIC System reset

A 4

Execute Application code

77V 5r—3y a— FORWK

Yty bOEWIZ, 7—rO0—4% a— FIEUTZ2EELET,
o A—HRE(SWOAHENTNENE S H
e FIYHF—aVICEIYETONE=IS Yy a ZRLRICEMLET T USr—2ay a—RFAGEETZIHESH

CNoDEHDELLNN TE] THABE, FIPI 4T b T—bO—FBFETESNT, ETE1—H 7TV
r—ay aA—FASvUITLET,

Note:

X, 7FUS—2a3r /—FAN34AT5S BB LT ESLY,
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SEEN

SEEH
* The Microchip TCP/IP R & v 4 :
ww1.microchip.com/downloads/en/appnotes/00833c.pdf
«  MPLAB® Harmony v3 TCP/IP ~NJL T
microchip-mplab-harmony.github.io/net/frames.html?frmname=topic&frmfile=index.html
* RFC 959:
datatracker.ietf.org/doc/html/rfc959

« Harmony v3 Microchip Developer Help:
microchipdeveloper.com/harmony3:start

¢« MPLAB Harmony GitHub wiki:
github.com/Microchip-MPLAB-Harmony/Microchip-MPLAB-Harmony.github.io/wiki
« TCPIPT7TV)r—a e THERT HHE:
github.com/Microchip-MPLAB-Harmony/net/wiki/Create-your-first-tcpip-application
+ MPLAB Harmony v2 A5 MPLAB Harmony V3 TCP/IP 7 U 5 —S 3 U~ADBITHA K:
microchip-mplab-harmony.github.io/quick_docs/source/migration/tcpiip_harmoy2_to_harmony_3/readme.html
e J—bhO—FI&BT7TVr—2 a3 DOEE:
microchip-mplab-harmony.github.io/bootloader_apps_uart/apps/docs/
readme_configure_application_sam.html#configuring-an-application-to-be-bootloaded-for-cortex-m-based-mcus
+ MPLAB Harmony v3 [&£. MPLAB Code Configurator (MCC)% 4" L TERE TE £, MPLAB Harmony v3 % MCC
EHABEOLETHESAEICODVTIE, LTOY VI ESRBLTIEEEL,
— Create a new MPLAB Harmony v3 project using MCC
— Update and Configure an Existing MHC-based MPLAB Harmony v3 Project to MCC-based project
— Getting Started with MPLAB Harmony v3 Using MPLAB Code Configurator
— MPLAB Code Configurator Content Manager for MPLAB Harmony v3 Projects

« MPLAB® Code Configurator Overview with MPLAB Harmony Content:
microchipdeveloper.com/harmony3:mcc-overview
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Microchip #L1&$R

Microchip #t2 = TH4 b

Microchip #t[&™> = 744 k(www.microchip.com)Z& L TA US4 > B R—rERELTVET, H Oz THA LT
X, BEHICRIDERC I 7ML EZBHEICEOTHEEFET, UT2E8CERBOBEHRNCEICHNET,
e BRYR—F - T8 —reISvE, FIVr—2ay /—rEHUTIL TOTSFL, BEFIY—R 2
—HHA FEN—FYz7 Y R—+XE. RHFOVI LI TEBEDY I LT
o B HR—F - FAQU&KKHFELNIEM). B R—rOITEE. #5142 T4RAhviay JL—7,
Microchip £t D TH A > I"— b F— TOTSLELUAN—) X b
o TEHXEBHWEDLE -BRELIZEINAAF ZFHILAYI—R, 23F—M AV +O—E. BEAWLE
HEE(EEFM/ERRERE)OD—E

HAaZEREMY—ER

Microchip #t D& REFBMY—E XL, BFHRIZ Microchip BB ORFEHREHEITT HEEV—ERTYT, JH
HOHAIHBE T 7S YFELIEHAKEY—IICEHTIER. EF. VED 3, IS5y FBEREVBERCA—ILIZTEHEA
58 LET, hitp://www.microchip.com/pcn IT7 IR L, BHEFHEEZ LTI,

HREIHR— K

Microchip t G ZBEVDEEFHKIT. UTOF v oRiLhbHR— & ZHAIZENET,

o ERNEE

o HffiAR—k
YiR— MIBRFTREECEBHLEHLE LSV, FHOEBEME SHAICENET, AZEOREBEOR—JICKEDE
EFO—BEEHLTLET,
EMiYR—MILUTOY T IR—=Uhicd THAICENFEFT, www.microchip.com/support

Microchip #®DF /34 R 2 — F{REHEE

Microchip #t B FZ D O — RREEEEIC DV TUTOHRIZTEELL Y,

«  Microchip #t B &Ik, %3 % Microchip#t 7—4 o — MIREHOLEHREB/ZLTLET,

s Microchip #£ Tl&. BEOEEHL S KITHRICHE > TE-LZHE. Microchip tEEDEF1 U714 LALIE B
EHBICHRBELTOWSRBAEROITEREBETHIEEZATLET,

« Microchip #(IZ DM EEZER L. BEBMICREL TLVET, Microchip &GO 1— FREMEDRET
BE<ELONTEY., T2 L7 LERERIERLET,

+ Microchip 2 ST 2 THHFEERA—H—T, BHDI—FDEF1 YT 2%2IRAETZ20EEIHY FEE
Ao A— FIREMEEL (X, Microchip #AE % TFRETEE] L LTRIETEH2ELEDOTEHY FHA, 13— FRE
HEEEXHEI(CHES L TULVET . Microchip #Tlk, BICE RO I— FREMEDREZEICMYBATHET,

RELDEER

AEBLIUARZICREH SN TLSIERIE. Microchip #HEFZEHE. TRA M. BBEHOT7TUr— a3 v Lt#fad 58
MZE&E®H. Microchip BRI L TOAMERT IBENTEET . THALUNDAETCIOFEREFERT I2FBE LD
FHEIERLET, TRAAR 7TV —2 3 00ERIE. 2—FOEEDEHIZOHREEIAZIELOTHY .. FHIC
KOTEFRLLEDIELNHYET,
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BEROT TV r—2a oMk eEm-IB2RIATIEEE. BERICHYET,
Z DD R— k& Microchip #ERKEIEICHBELEHETE < A www.microchip.com/en-us/support/ design-
help/client-support-services & 12 & Ly,

Microchip #tIZAZDHEHRE RROFTF] TREL TULVET . Microchip #t(E. BRM, R, E@E. OHE. &
DODVWTFNTHINERHT . AEICEBSINTLSERICEAL T, KB, RE. HEE. BRE. HEEMN~OESH
ZILHETEH., LWHELIEORALRIELITLEEA,

WA BBEE Microchip #tik. NFREL(TZOFEAICEET HMEEM. 5. BIM. BF. WELIILAN
Bk, £E. BRH. BEOLWDAIZHIDH ST, Fi= Microchip N ZFD & S HIBEMNE CSHAREEIZDOVTHREE
"T‘-('J"C(,\T—iﬁb‘&%)l,\li?élib‘ FHRETH-BETEH. —VOEFZEVFERA, ZETROLNIRKBOEH
EZERALLS Y. KERFLIIFOERICEET 52—YIOHRLILTIZHNT S Microchip D EEREEZE. FH
BN LHEKIERIZEDE L T Microchip #HICEEX > BAFTEA.

Microchip #t DBATRMAZERICK DRBLLIZ, EGHFEEH LWL IIEHGTEARIZ Microchip #HDEZZEZHERAT S
EZEFETHEABDOIRIEL, FEEBABEIINIZE>TRELEHODIEE. ¥ L—L, FL. BERICEALT.
Microchip #tI3#EE S h, BESIN, BEZSHHAVEICAETSL0ELET, HICHRZLAWMES, BEERMHD L
[FHTRMZE/MDHT . Microchip MMM EEZRELTVWE IS4 R E—EEShFERA,

=L

Microchip ¥t ®#& # & B 3. Microchip A I, Adaptec. AVR, AVR B 3. AVR Freaks, BesTime. BitCloud.
CryptoMemory . CryptoRF. dsPIC. flexPWR. HELDO. IGLOO. JukeBlox. KeelLoq. Kleer. LANCheck.
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